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.
l
a
s
t
n
a
m
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@
d
a
t
a
6
1
.
c
s
i
r
o
.
a
u

2
S
ch
o
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C
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p
u
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S
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an

d
E
n
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eerin
g,

U
N
S
W

,
A
u
stralia

3
W

irtsch
aftsu

n
iversität

W
ien

,
A
u
stria,

j
a
n
.
m
e
n
d
l
i
n
g
@
w
u
.
a
c
.
a
t

A
b
stra

ct
T
h
e
in
tegration

of
b
u
sin

ess
p
ro
cesses

across
organ

ization
s
is

ty
p
ically

b
en

efi
cial

for
all

in
volved

p
arties.

H
ow

ever,
th
e
lack

of
tru

st
is

often
a
road

b
lo
ck
.
B
lo
c
k
c
h
a
in

is
an

em
ergin

g
tech

n
ology

for
d
ecen

tralized
an

d
tran

saction
al

d
ata

sh
arin

g
across

a
n
etw

ork
of

u
ntru

sted
p
articip

an
ts.

It
can

b
e
u
sed

to
fi
n
d
agreem

en
t
ab

ou
t
th
e
sh
ared

state
of

collab
oratin

g
p
arties

w
ith

ou
t
tru

stin
g
a
cen

tral
au

th
ority

or
an

y
p
articu

lar
p
articip

an
t.

S
om

e
b
lo
ckch

ain
n
etw

ork
s
also

p
rov

id
e
a
com

p
u
tation

al
in
frastru

ctu
re

to
ru
n
au

ton
om

ou
s
p
rogram

s
called

s
m
a
r
t
c
o
n
tr
a
c
ts.In

th
is
p
ap

er,w
e
ad

d
ress

th
e
fu
n
d
am

ental
p
rob

lem
of

tru
st

in
collab

orative
p
ro
cess

ex
ecu

tion
u
sin

g
b
lo
ckch

ain
.
W
e
d
evelop

a
tech

n
iq
u
e
to

in
tegrate

b
lo
ckch

ain
in
to

th
e

ch
oreograp

h
y
of

p
ro
cesses

in
su
ch

a
w
ay

th
at

n
o
cen

tral
au

th
ority

is
n
eed

ed
,
b
u
t
tru

st
m
ain

tain
ed

.
O
u
r
solu

tion
com

p
rises

th
e
com

b
in
ation

of
an

in
tricate

set
of

com
p
on

en
ts,

w
h
ich

allow
m
on

itorin
g
or

co
ord

in
ation

of
b
u
sin

ess
p
ro
cesses.

W
e
im

p
lem

en
ted

ou
r
solu

tion
an

d
d
em

on
strate

its
feasib

ility
b
y
ap

p
ly
in
g
it

to
th
ree

u
se

case
p
ro
cesses.

O
u
r
evalu

ation
in
clu

d
es

th
e
creation

of
m
ore

th
an

500
sm

art
con

tracts
an

d
th
e
ex
ecu

tion
over

8,000
b
lo
ckch

ain
tran

saction
s.

K
e
y
w
o
r
d
s
:
B
u
sin

ess
p
rocess,

B
lockch

ain
,
C
h
oreograp

hy,
O
rch

estration

1
In

tro
d
u
ctio

n

T
h
e
in
tegration

of
b
u
sin

ess
p
ro
cesses,

e.g.,
alon

g
th
e
su
p
p
ly

ch
ain

,
h
as

b
een

fou
n
d
to

contrib
u
te

b
oth

to
b
etter

op
eration

al
an

d
b
u
sin

ess
p
erform

an
ce

[4,10].
A

lack
of

tru
st,

h
ow

ever,
m
ay

h
am

p
er

th
e
in
n
ovativen

ess
of

fu
rth

er
d
evelop

in
g

th
e
collab

orative
p
rocess

an
d
its

p
erform

an
ce

altogeth
er

[13].
O
n
ce

service-level
agreem

en
ts

are
in

p
lace,

it
b
ecom

es
a
h
igh

ly
d
elicate

q
u
estion

w
h
ich

p
artn

er
sh
ou

ld
serve

as
a
hu

b
for

controllin
g
th
e
collab

orative
p
rocess

of
several

p
arties,

or
w
h
ere

a
m
ed
iator

p
rocess

is
h
osted

.
W

h
ile

control
asym

m
etries

can
b
e
avoid

ed
by

a
d
ecentralized

ch
oreograp

hy
in
stead

of
central

orch
estration

,
it
d
oes

n
ot

solve
th
e
gen

eral
p
rob

lem
of

tru
st

in
controllin

g
th
e
collab

orative
b
u
sin

ess
p
rocess.

T
h
e
d
escrib

ed
lack-of-tru

st
p
rob

lem
can

b
e
ad

d
ressed

w
ith

n
ovel

b
lockch

ain
tech

n
ology.

In
stead

of
agreein

g
on

on
e
tru

sted
p
arty,

p
articip

ants
sh
are

tran
sac-

tion
al

d
ata

across
a
large

n
etw

ork
of

u
n
tr
u
s
te
d
n
o
d
es

(i.e.,
m
ach

in
es).

T
h
is

is
ach

ieved
u
sin

g
a
tim

estam
p
ed

list
of

b
lo
ck
s
w
h
ich

record
,
sh
are,

an
d
aggregate

d
ata

ab
ou

t
tran

saction
s
th
at

h
ave

ever
occu

rred
w
ith

in
th
e
b
lockch

ain
n
etw

ork.
C
ryp

tograp
h
ic

p
roofs

m
ake

th
is

d
ata

storage
im

m
u
tab

le.
A
s
lon

g
as

a
m
a
jority

sh
are

of
th
e
b
lo
ckch

ain
is
n
ot

com
p
rom

ised
,
tran

saction
s
can

on
ly

b
e
in
serted

;



2
W
eb

er,
X
u
,
R
iveret,

G
overn

atori,
P
on

om
arev

,
an

d
M
en

d
lin

g

u
p
d
atin

g
or

d
eletin

g
ex
istin

g
tran

saction
s
is

p
roh

ib
itively

ex
p
en

sive,
m
ak

in
g

th
e
b
lo
ckch

ain
tam

p
er-p

ro
of.

B
lo
ckch

ain
also

p
rov

id
es

a
glob

al
com

p
u
tation

al
in
frastru

ctu
re,

w
h
ich

can
ru
n
p
rogram

s:
so-called

s
m
a
r
t
c
o
n
tr
a
c
ts

[12]
ex
ecu

te
across

th
e
b
lockch

ain
n
etw

ork
an

d
au

tom
atically

en
force

th
e
con

d
ition

s
d
efi

n
ed

in
th
e
tran

saction
s
to

en
ab

le,
for

exam
p
le,

con
d
ition

al
p
aym

ent.
In

th
is

p
ap

er,
w
e
ad

op
t
b
lo
ckch

ain
tech

n
ology

to
ad

d
ress

th
e
lack

-of-tru
st

p
rob

lem
in

collab
orative

b
u
sin

ess
p
ro
cesses.

M
ore

sp
ecifi

cally,
w
e
d
evelop

an
ap

p
roach

to
m
ap

a
b
u
sin

ess
p
rocess

onto
a
p
eer-to-p

eer
execu

tion
in
frastru

ctu
re

th
at

stores
tran

saction
s
in

a
b
lo
ckch

ain
,
o↵

erin
g
th
e
follow

in
g
b
en

efi
ts.

F
irst,

w
e
p
rov

id
e
a
m
on

itorin
g
facility

th
at

in
tegrates

an
au

tom
atic

an
d
im

m
u
tab

le
tran

saction
h
istory.

S
econ

d
,
sm

art
contracts

can
b
e
u
sed

as
a
d
irect

im
p
lem

ent-
ation

of
th
e
m
ed

iator
p
ro
cess

con
trol

logic.
T
h
ird

,
w
e
ob

tain
an

au
d
it
trail

for
th
e
com

p
lete

collab
orative

b
u
sin

ess
p
rocesses,

for
w
h
ich

p
aym

ents,
escrow

,
an

d
con

fl
ict

resolu
tion

can
b
e
en

forced
au

tom
atically.

O
u
r
con

trib
u
tion

is
th
e
fi
rst

ap
p
roach

an
d
im

p
lem

entation
th
at

leverages
b
lockch

ain
for

collab
orative

p
rocess

execu
tion

an
d
m
on

itorin
g.

W
e
evalu

ate
ou

r
ap

p
roach

for
feasib

ility
by

p
rototyp

-
in
g
th
ree

u
se

case
p
ro
cesses

on
top

of
it.

T
o
th
is

en
d
,
w
e
ran

of
m
ore

th
an

500
p
rocess

in
stan

ces
by

creatin
g
as

m
any

sm
art

contracts,
an

d
execu

ted
over

8,000
b
lockch

ain
tran

saction
s
th
at

interact
w
ith

th
e
sm

art
contracts.

T
h
e
p
ap

er
p
roceed

s
w
ith

a
d
iscu

ssion
of

th
e
research

p
rob

lem
,
related

w
ork,

an
d
b
lo
ckch

ain
tech

n
ology

in
S
ection

2.
S
ection

3
p
resen

ts
th
e
d
etails

of
ou

r
ap

p
roach

.
S
ection

4
evalu

ates
ou

r
ap

p
roach

u
sin

g
several

real-w
orld

b
u
sin

ess
scen

arios,
an

d
S
ection

5
con

clu
d
es.

T
ech

n
ical

d
etails

an
d
evalu

ation
u
se

cases
are

d
escrib

ed
in

a
tech

n
ical

rep
ort

(T
R
)
[23].

F
in
ally,

a
screen

cast
vid

eo
is
availab

le. 4

2
B
a
ck

g
ro

u
n
d

T
h
is

section
d
iscu

sses
th
e
research

p
rob

lem
w
e
ad

d
ress,

related
w
ork

,
an

d
th
e

b
ackgrou

n
d
of

b
lockch

ain
tech

n
ology

as
a
solu

tion
.

2
.1

C
h
a
lle

n
g
e
s
o
f
C
o
lla

b
o
r
a
t
iv
e
B
u
s
in
e
s
s
P
r
o
c
e
s
s
E
x
e
c
u
t
io
n

W
e
illu

strate
ch
allen

ges
of

execu
tin

g
collab

orative
b
u
sin

ess
p
rocesses

by
th
e
h
elp

of
a
su
p
p
ly

ch
ain

scen
ario

rep
orted

in
[3]

th
at

w
e
sim

p
lify

in
F
ig.

1.
T
h
e
p
rocess

starts
w
ith

th
e
B
u
lk

B
u
yer

p
lacin

g
an

ord
er

w
ith

th
e
M
an

u
factu

rer.
T
h
e
latter

calcu
lates

th
e
d
em

an
d
an

d
p
laces

an
ord

er
for

m
aterials

via
a
M
id
d
lem

an
.
T
h
is

M
id
d
lem

an
forw

ard
s
th
e
ord

er
to

a
S
u
p
p
lier

an
d
arran

ges
tran

sp
ortation

b
y
a

S
p
ecialC

arrier.O
n
ce

th
e
m
aterials

are
p
rod

u
ced

,th
e
C
arrier

p
icks

th
em

u
p
at

th
e

S
u
p
p
lier

site
an

d
d
elivers

th
em

to
th
e
M
anu

factu
rer.

T
h
e
M
anu

factu
rer

p
rod

u
ces

th
e
go

o
d
s
an

d
d
elivers

to
th
e
B
u
lk

B
u
yer.

T
h
e
p
ro
cess

is
a
c
h
o
r
e
o
g
r
a
p
h
y
sin

ce
th
ere

is
n
o
p
arty

th
at

sees
all

m
essages.

If
all

m
essages

w
ere

sent
an

d
received

by
th
e
M
anu

factu
rer,

it
w
ou

ld
b
e
an

o
r
c
h
e
s
tr
a
tio

n
w
ith

th
e
M
anu

factu
rer

servin
g
as

a
m
ed

iator
[7].

C
o
n
fl
ic
t
e
x
a
m
p
le
.
T
h
is

sim
p
le

scen
ario

alread
y
involves

fi
ve

p
articip

ants
w
h
o

w
ou

ld
likely

b
lam

e
each

oth
er

in
case

of
d
elay

s
an

d
errors.

C
on

sid
er

th
e
case

th
at

th
e
M
anu

factu
rer

receives
th
e
m
aterials

th
ree

d
ays

later
th
an

agreed
,
w
ith

eight
p
allets

b
ein

g
d
elivered

in
stead

of
ten

.
T
h
e
S
u
p
p
lier

m
ight

argu
e
th
at

th
is
is

ex
actly

in
lin

e
w
ith

w
h
at

w
as

ord
ered

b
y
th
e
M
id
d
lem

an
w
h
ile

th
e
M
id
d
lem

an

4
h
t
t
p
s
:
/
/
y
o
u
t
u
.
b
e
/
1
S
N
n
9
c
5
H
H
Q
s
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ro
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F
igu

re
1:

S
u
p
p
ly

C
h
ain

S
cen

ario
from

[3]
(sim

p
lifi

ed
)

w
ou

ld
claim

th
e
fau

lt
to

b
e
on

th
e
sid

e
of

th
e
S
u
p
p
lier.

T
h
e
situ

ation
is

d
elicate

for
th
e
C
arrier

sin
ce

th
e
M
anu

factu
rer

refu
ses

to
accep

t
th
e
d
elivery.

T
h
e
C
arrier

is
n
ow

eligib
le

for
a
com

p
en
sation

by
th
e
S
u
p
p
lier

or
th
e
M
id
d
lem

an
d
ep

en
d
in
g

on
w
h
o
is

resp
on

sib
le

for
th
e
fau

lt.

2
.2

P
r
io
r
R
e
s
e
a
r
c
h

o
n

C
o
lla

b
o
r
a
t
iv
e
B
u
s
in
e
s
s
P
r
o
c
e
s
s
e
s

P
rior

research
on

collab
orative

b
u
sin

ess
p
ro
cesses

h
as

in
ten

sively
in
vestigated

d
i↵
erent

n
otion

s
of

com
p
atib

ility
b
etw

een
th
e
local

p
rocesses

of
d
i↵
erent

p
artn

ers
an

d
b
etw

een
lo
cal

p
ro
cesses

an
d
a
glob

al
p
ro
cess.

S
u
ch

com
p
atib

ility
can

b
e

ach
ieved

by
d
esign

,
for

in
stan

ce
u
sin

g
a
P
2P

ap
p
roach

[20],
tran

sform
ation

s
from

a
glob

al
ch
oreograp

hy
[7,22],

or
interaction

m
od

elin
g
[2].

B
u
sin

ess
p
rocesses

involve
d
i↵
erent

tru
st

issu
es

(see
e.g.

[21]
for

a
su
m
m
ary)

w
h
ich

can
b
e
ad

d
ressed

in
d
i↵
erent

w
ays.

F
or

exam
p
le,

[1]
relaxed

th
e
assu

m
p
tion

th
at

th
e
b
roker

h
ostin

g
th
e
p
ro
cess

en
gin

e
h
as

to
b
e
tru

sted
:
u
sin

g
selective

en
cry

p
tion

,
d
ata

access
for

b
oth

th
e
b
roker

an
d
th
e
serv

ice
p
artn

ers
can

b
e

restricted
.
[8]

d
esign

ed
a
tru

st
service

for
cross-com

p
any

collab
oration

b
ased

on
a

hyb
rid

arch
itectu

re
m
ixin

g
a
tru

sted
centralized

control
w
ith

u
ntru

sted
p
eer-to-

p
eer

com
p
on

en
ts.

[6]
p
u
t
forw

ard
an

agen
t-b

ased
arch

itectu
re

th
at

can
rem

ove
th
e
scalab

ility
b
ottlen

eck
of

a
centralized

orch
estration

en
gin

e,
an

d
p
rovid

es
m
ore

e�
cien

cies
b
y
ex
ecu

tin
g
p
ortion

s
of

p
ro
cesses

close
to

th
e
d
ata

th
ey

op
erate

on
.
In

v
irtu

al
organ

ization
s,

[15]
p
rop

osed
to

select
p
artn

ers
on

th
e
b
asis

of
d
isclosu

re
p
olicies

an
d
cred

entials
(i.e.

id
entity

attrib
u
tes

issu
ed

by
a
“C

red
ential

A
u
th
ority”).

V
ariou

s
im

p
ortant

con
cep

ts
su
ch

as
con

form
an

ce
[19],

reliab
ility

[16]
an

d
qu

al-
ity

of
services

[24]
h
ave

b
een

investigated
for

centrally
controlled

b
u
sin

ess
p
rocess

execu
tion

.
H
ow

ever,
th
ese

w
orks

d
o
n
ot

solve
th
e
tru

st
issu

e:
a
collab

oratin
g
p
arty

m
igh

t
h
ave

corru
p
ted

th
eir

h
istoric

fi
les

to
th
eir

ad
van

tage.
T
ech

n
ologies

su
ch

as
sh
ared

d
ata

stores
p
rov

id
e
solu

tion
s
v
ia

con
sen

su
s
p
roto

cols
to

sy
n
ch
ron

ize
rep

licas
[5]

in
a
fu
lly

tru
sted

environ
m
ent.

In
th
is

p
ap

er,
w
e
b
u
ild

ou
r
ap

p
roach

on
b
lockch

ain
tech

n
ology

for
reason

s
exp

lain
ed

n
ext.



4
W
eb

er,
X
u
,
R
iveret,

G
overn

atori,
P
on

om
arev

,
an

d
M
en

d
lin

g

2
.3

B
lo
c
k
c
h
a
in

T
e
c
h
n
o
lo
g
y

B
lo
ckch

ain
is

th
e
tech

n
ology

th
at

su
p
p
orts

B
itcoin

[9].
T
h
e
B
itcoin

b
lo
ckch

ain
is

a
p
u
b
lic

led
ger,

w
h
ich

stores
all

tran
saction

s
of

th
e
B
itcoin

n
etw

ork
.
T
h
is

con
cep

t
h
as

b
een

gen
eralized

to
d
istrib

u
ted

led
ger

system
s
th
at

verify
an

d
store

any
tran

saction
s
w
ith

ou
t
coin

s
or

token
s
[17].

A
key

featu
re

of
a
b
lockch

ain
-b
ased

system
is

th
at

it
d
oes

n
ot

rely
on

an
y
central

tru
sted

au
th
ority,

like
trad

ition
al

b
an

kin
g
or

p
aym

ent
system

s.
In
stead

,
tru

st
is

ach
ieved

as
an

em
ergent

p
rop

erty
from

th
e
interaction

s
b
etw

een
n
od

es
w
ith

in
th
e
n
etw

ork.
T
h
e
b
lo
ckch

ain
d
ata

stru
ctu

re
is

an
ord

ered
list

of
b
lo
ck
s.

B
lo
c
k
s
are

con
-

tain
ers

aggregatin
g
tran

saction
s.

E
very

b
lo
ck

is
id
en
tifi

ab
le

an
d
lin

ked
to

th
e

p
reviou

s
b
lock

in
th
e
ch
ain

.
T
r
a
n
s
a
c
tio

n
s
are

id
entifi

ab
le

d
ata

p
ackages

th
at

store
p
aram

eters
(su

ch
as

m
on

etary
valu

e
in

case
of

B
itcoin

)
an

d
resu

lts
of

fu
n
ction

calls
in

sm
art

con
tracts.

T
h
e
in
tegrity

is
en

su
red

b
y
cry

p
tograp

h
ic

tech
n
iq
u
es.

O
n
ce

created
,
a
tran

saction
is

sign
ed

w
ith

th
e
sign

atu
re

of
th
e
tran

saction
’s

in
itiator,

w
h
ich

in
d
icates

e.g.
th
e
au

th
orization

to
sp
en

d
th
e
m
on

ey,
create

a
sm

art
contract,

or
p
ass

th
e
d
ata

p
aram

eters
associated

w
ith

th
e
tran

saction
s.

If
th
e
sign

ed
tran

saction
is

p
rop

erly
form

ed
,
valid

an
d
com

p
lete,

it
is

sent
to

a
few

oth
er

n
od

es
on

th
e
b
lockch

ain
n
etw

ork,
w
h
ich

w
ill

fu
rth

er
valid

ate
it
an

d
sen

d
it

to
th
eir

p
eers

u
n
til

it
reach

es
every

n
o
d
e
in

th
e
n
etw

ork
.
T
h
is

fl
o
o
d
in
g

a
p
p
r
o
a
c
h
gu

arantees
th
at

a
valid

tran
saction

w
ill

reach
all

th
e
con

n
ected

n
od

es
in

th
e
n
etw

ork
w
ith

in
a
few

secon
d
s.

T
h
e
sen

d
ers

d
o
n
ot

n
eed

to
tru

st
th
e
n
od

es
th
ey

u
se

to
b
road

cast
th
e
tran

saction
s,

as
lon

g
as

th
ey

u
se

m
ore

th
an

on
e
to

en
su
re

th
at

it
p
rop

agates.
T
h
e
recip

ien
t
n
o
d
es

d
o
n
ot

n
eed

to
tru

st
th
e
sen

d
er

eith
er

b
ecau

se
th
e
tran

saction
is
sign

ed
.
W

h
en

a
tran

saction
reach

es
a
m
in
in
g

n
o
d
e,

it
is
verifi

ed
an

d
in
clu

d
ed

in
a
b
lock.

B
lockch

ain
n
etw

orks
rely

on
m
in
ers

to
aggregate

tran
saction

s
into

b
locks

an
d
ap

p
en

d
th
em

to
th
e
b
lockch

ain
.
O
n
ce

th
e

tran
saction

is
con

fi
rm

ed
by

a
su
�
cient

nu
m
b
er

of
b
locks,

it
b
ecom

es
a
p
erm

an
ent

p
art

of
th
e
led

ger
an

d
is

accep
ted

as
valid

by
all

n
od

es.
A

s
m
a
r
t
c
o
n
tr
a
c
t
is

a
u
ser-d

efi
n
ed

p
rogram

ex
ecu

ted
on

th
e
b
lo
ckch

ain
n
etw

ork
[12].

It
can

b
e
u
sed

to
reach

agreem
en
t
an

d
solve

com
m
on

p
rob

lem
s.

S
m
art

con
tracts

can
b
e
en

forced
as

p
art

of
tran

saction
s,

an
d

are
ex
ecu

ted
across

th
e
b
lockch

ain
n
etw

ork
by

all
con

n
ected

n
od

es.
T
h
e
b
lockch

ain
p
latform

E
th
ereu

m
v
iew

s
sm

art
con

tract
as

a
fi
rst-class

elem
en
t,

an
d
o↵

ers
a
b
u
ilt-in

T
u
rin

g-com
p
lete

scrip
tin

g
lan

gu
age

for
w
ritin

g
sm

art
con

tracts,
called

S
o
lid

ity.
Its

execu
tion

environ
m
ent,

th
e
E
th
e
r
e
u
m

V
ir
tu
a
l
M
a
c
h
in
e
(
E
V
M
),

com
p
rises

all
fu
ll
n
od

es
on

th
e
n
etw

ork
an

d
execu

tes
bytecod

e
com

p
iled

from
S
olid

ity
scrip

ts.
T
ru
st

in
th
e
correct

ex
ecu

tion
of

sm
art

con
tracts

ex
ten

d
s
d
irectly

from
regu

lar
tran

saction
s,

sin
ce

(i)
th
ey

are
d
ep

loyed
as

d
ata

in
a
tran

saction
,
an

d
h
en

ce
im

m
u
tab

le;
(ii)

all
th
eir

in
p
u
ts

are
th
rou

gh
tran

saction
s;
an

d
(iii)

th
eir

execu
tion

is
d
eterm

in
istic.

D
ep
loyed

contracts
sh
ou

ld
b
e
tested

.
W

h
eth

er
th
e
bytecod

e
can

b
e
tru

sted
is

a
sep

arate
m
atter,

w
h
ich

w
e
d
iscu

ss
for

ou
r
ap

p
roach

in
S
ection

4.5.

3
B
lo
ck

ch
a
in
-b

a
sed

C
o
lla

b
o
ra

tiv
e
P
ro

cess
E
x
ecu

tio
n

In
th
e
follow

in
g,w

e
p
rop

ose
a
b
lockch

ain
-b
ased

system
to

ad
d
ress

th
e
lack-of-tru

st
p
rob

lem
in

collab
orative

b
u
sin

ess
p
ro
cesses.

A
n
u
m
b
er

of
tech

n
ical

ch
allen

ges
arise

d
u
rin

g
th
e
ad

op
tion

of
b
lo
ckch

ain
for

th
is

p
u
rp
ose.

F
or

ex
am

p
le,

sin
ce

tran
saction

s,
com

p
u
tation

,
an

d
d
ata

storage
in

b
lo
ckch

ain
p
latform

s
are

n
ot

cost-free,
n
ot

all
asp

ects
of

collab
orative

p
ro
cesses

sh
ou

ld
b
e
d
ealt

w
ith

in
sid

e
sm

art
contracts.

H
ow

ever,
sm

art
contracts

can
n
ot

call
extern

al
A
P
Is

ou
tsid

e
th
e



U
n
tru

sted
B
u
sin

ess
P
ro
cess

M
on

itorin
g
an

d
E
x
ecu

tion
U
sin

g
B
lo
ckch

ain
5

b
lockch

ain
environ

m
ent

or
d
irectly

create
b
lockch

ain
tran

saction
s.

T
h
is

section
p
resents

ou
r
ap

p
roach

an
d
h
ow

it
ad

d
resses

th
e
ch
allen

ges
en

cou
ntered

.

3
.1

O
v
e
r
v
ie
w

o
f
t
h
e
A
p
p
r
o
a
c
h

A
n
overview

of
ou

r
ap

p
roach

is
sh
ow

n
in

F
ig.

2.
W
e
u
se

b
lockch

ain
to

facilitate
th
e
collab

orative
p
rocesses

in
eith

er
of

tw
o
w
ays:

(i)
A
s
a
c
h
o
r
e
o
g
r
a
p
h
y
m
o
n
ito

r,
it
stores

th
e
p
rocess

execu
tion

statu
s
across

all
involved

p
articip

ants
by

ob
servin

g
th
e
m
essage

exch
an

ges.
In

th
is

settin
g,

b
lock-

ch
ain

serves
as

an
im

m
u
tab

le
d
ata

storage
to

sh
are

th
e
p
rocess

execu
tion

statu
s

an
d
create

an
au

d
it
trail.

S
m
art

con
tracts

ch
eck

if
in
teraction

s
are

con
form

in
g

to
th
e
ch
oreograp

hy
m
od

el.
In

ad
d
ition

,
a
ch
oreograp

hy
m
on

itor
can

b
e
u
sed

to
m
an

age
au

tom
ated

p
aym

ent
p
oints

an
d
escrow

.
(ii)

A
s
an

a
c
tiv

e
m
e
d
ia
to
r
am

on
g
th
e
p
articip

an
ts,

it
co
ord

in
ates

th
e
col-

lab
orative

p
rocess

execu
tion

.
T
h
is

in
clu

d
es

all
th
e
ab

ove
as

w
ell

as
u
sin

g
sm

art
contracts

to
d
rive

th
e
p
rocess

an
d
im

p
lem

ent
d
ata

tran
sform

ation
or

calcu
lation

s.
T
h
ese

op
tion

s
are

su
p
p
orted

by
th
e
follow

in
g
m
ain

com
p
on

ents:

–
A
t
d
esign

tim
e,

a
t
r
a
n
s
la
t
o
r
d
erives

from
a
p
rocess

sp
ecifi

cation
d
escrib

ed
in
,
e.g.,

B
u
sin

ess
P
ro
cess

M
o
d
el

an
d
N
otation

(B
P
M
N
),

a
sm

art
con

tract
in

a
scrip

t
lan

gu
age

(su
ch

as
S
olid

ity
).

T
h
e
gen

erated
sm

art
con

tract
is

a
factory

for
m
ed

iators
or

ch
oreograp

hy
m
on

itors.
–

F
or

O
p
tion

(i),
a
C
h
o
r
e
o
g
r
a
p
h
y
m
o
n
it
o
r
or

C
-
M

o
n
it
o
r
u
ses

sm
art

con
-

tracts
to

m
o
n
ito

r
th
e
collab

orative
b
u
sin

ess
p
rocesses.

T
h
e
C
-M

on
itor

is
sp
lit

into
a
factory

an
d
case-sp

ecifi
c
in
stan

ce
C
-M

on
itors.

T
h
e
factory

in
stantiates

th
e
case-sp

ecifi
c
m
on

itors
as

n
eed

ed
,
an

d
contain

s
th
e
b
lu
ep

rint
for

in
stan

ce
C
-M

on
itors.

T
h
e
C
-M

on
itor

in
stan

ce
tracks

th
e
interaction

s
of

a
ch
oreograp

hy
in
stan

ce
an

d
com

b
in
es

th
em

into
a
con

solid
ated

view
of

th
e
cu

rrent
state

of
th
e
execu

tion
.
O
p
tion

ally,
it
can

trigger
au

tom
atic

con
d
ition

al
p
aym

ent
from

escrow
,
w
h
en

certain
p
oints

in
th
e
ch
oreograp

hy
are

reach
ed

.
–

F
or

O
p
tion

(ii),
an

active
m
e
d
ia
t
o
r
u
ses

a
sm

art
contract

to
im

p
le
m
e
n
t
th
e

collab
orative

b
u
sin

ess
p
rocesses.

A
s
w
ith

th
e
C
-M

on
itor,

it
is

sp
lit

b
etw

een
a

factory
an

d
a
set

of
in
stan

ces
an

d
o↵

ers
a
con

solid
ated

v
iew

of
th
e
p
ro
cess

state.
In

contrast
to

th
e
C
-M

on
itor,

th
e
m
ed
iator

alw
ays

p
lays

an
active

role,
receivin

g
an

d
sen

d
in
g
m
essages

accord
in
g
to

th
e
b
u
sin

ess
logic

d
efi
n
ed

in
th
e

p
rocess

m
od

el.
It

also
m
ay

tran
sform

d
ata

or
execu

te
oth

er
com

p
u
tation

s.
–

I
n
t
e
r
f
a
c
e
s
or

t
r
ig
g
e
r
s
con

n
ect

th
e
p
rocess

execu
tin

g
on

b
lockch

ain
an

d
th
e

ex
tern

al
w
orld

.
B
ecau

se
sm

art
con

tracts
can

n
ot

d
irectly

in
teract

w
ith

th
e

w
orld

ou
tsid

e
th
e
b
lockch

ain
,a

trigger
p
lays

th
e
role

of
an

organ
ization

’s
agent.

It
h
old

s
con

fi
d
ential

in
form

ation
an

d
ru
n
s
on

a
fu
ll
b
lockch

ain
n
od

e,
keep

in
g

track
of

th
e
ex
ecu

tion
con

tex
t
an

d
statu

s
of

ru
n
n
in
g
b
u
sin

ess
p
ro
cesses.

T
h
e
trigger

calls
ex
tern

al
A
P
Is

if
n
eed

ed
,
receives

A
P
I
calls

from
ex
tern

al
com

p
on

ents,an
d
u
p
d
ates

th
e
p
rocess

state
in

th
e
b
lockch

ain
b
ased

on
extern

al
ob

servation
s.

It
fu
rth

er
keep

s
track

of
d
ata

p
ay

load
in

A
P
I
calls

an
d
keep

s
th
e
d
ata

in
an

extern
al

d
atab

ase
w
h
en

ap
p
rop

riate.

B
y
th
e
h
elp

of
th
ese

com
p
on

ents,
w
e
ach

ieve
th
at

(i)
p
articip

ants
can

execu
te

collab
orative

p
ro
cesses

over
a
n
etw

ork
of

u
ntru

sted
n
o
d
es,

(ii)
on

ly
con

form
in
g

m
essages

ad
van

ce
th
e
state

of
th
e
p
ro
cess,

(iii)
p
ay

m
en
ts

an
d
escrow

can
b
e

co
d
ed

into
th
e
p
ro
cess,

an
d
(iv)

an
im

m
u
tab

le
led

ger
keep

s
a
log

of
all

tran
sac-

tion
s,

su
ccessfu

l
or

n
ot.

N
ex
t,
w
e
ex
p
lain

th
e
ab

ove
com

p
on

en
ts

in
m
ore

d
etail.

A
d
d
ition

al
d
etails

are
availab

le
in

a
tech

n
ical

rep
ort

[23].



6
W
eb

er,
X
u
,
R
iveret,

G
overn

atori,
P
on

om
arev

,
an

d
M
en

d
lin

g

 

Translator 

BPM
N  

m
odel D

esign Tim
e 

R
un Tim

e 

O
n blockchain 

Factory contract 

O
ff blockchain 

Internal process   

Interface  

Internal process   

Interface  

Internal process   

Interface  

D
ata  

payload 
D

ata  
payload 

D
ata  

payload 

Key distributor 

Trigger 

Factory  
contract 

Process instance contract 
( M

ediator / M
onitor ) 

Escrow
 

V
erification 

D
eposit collector 

Execution  
state 

Partial data  
payload 

Participants  
account 

Process  
im

plem
entation 

B
usiness logic 

( A
ctive / passive ) 

Trigger 
Trigger 

F
igu

re
2:

O
verview

of
ou

r
ap

p
roach

3
.2

D
e
s
ig
n

T
im

e
:
T
r
a
n
s
la
t
o
r

T
h
e
tran

slator
is

u
sed

at
d
esign

tim
e:

it
takes

an
ex
istin

g
b
u
sin

ess
p
ro
cess

sp
ecifi

cation
as

in
p
u
t
an

d
gen

erates
sm

art
con

tracts.
T
h
ese

im
p
lem

en
t
th
e
C
-

M
on

itor
or

m
ed

iator
an

d
can

b
e
d
ep

loyed
an

d
execu

ted
on

th
e
b
lockch

ain
.

In
a
collab

orative
p
ro
cess,

th
is

fu
n
ction

ality
m
u
st

b
e
sp
lit

an
d
d
istrib

u
ted

b
etw

een
th
e
sm

art
contract

an
d
th
e
triggers.

T
h
e
tran

slator
creates

th
e
artifacts

in
su
ch

a
w
ay

th
at

th
e
triggers

an
d
th
e
sm

art
con

tract
can

collab
orate

d
irectly

w
ith

each
oth

er
over

th
e
b
lockch

ain
n
etw

ork.
W

h
en

th
e
tran

slator
is

called
,
it
m
ay

n
ot

b
e
k
n
ow

n
w
h
ich

p
articip

an
ts

w
ill

p
lay

w
h
ich

roles.
T
h
erefore,

th
e
tran

slator
ou

tp
u
ts

on
ly

a
f
a
c
t
o
r
y

c
o
n
t
r
a
c
t,

w
h
ich

in
tu
rn

contain
s
all

in
form

ation
n
eed

ed
for

in
stantiatin

g
th
e
p
rocess.

T
h
e

factory
contract

in
clu

d
es

th
e
m
eth

od
s
for

in
stantiation

an
d
tw

o
typ

es
of

artifacts:
(i)

an
interface

sp
ecifi

cation
p
er

role
(e.g.,

b
u
yer,

m
anu

factu
rer,

an
d
sh
ip
p
er)

in
a
collab

orative
p
ro
cess,

to
b
e
d
istrib

u
ted

to
th
e
resp

ective
triggers,

an
d
(ii)

a
p
rocess

in
stan

ce
contract,

w
h
ich

is
d
ep
loyed

to
th
e
b
lockch

ain
w
h
en

th
e
p
rocess

is
in
stantiated

.
T
h
e
p
rocess

in
stan

ce
contract

contain
s
th
e
im

p
lem

entation
of

th
e

b
u
sin

ess
logic

an
d
takes

th
e
form

of
a
C
-M

on
itor

or
m
ed

iator,
d
ep

en
d
in
g
on

th
e

content
of

th
e
origin

al
p
rocess

sp
ecifi

cation
.

T
h
e
overall

tran
slation

algorith
m

h
as

tw
o
p
h
ases.

F
irst,

th
e
tran

slator
p
arses

th
e
in
p
u
t
p
rocess

m
od

el
an

d
iterates

th
rou

gh
all

its
elem

ents,
w
h
ere

it
gen

erates
tw

o
lists

p
er

elem
ent

in
th
e
p
rocess

m
od

el:
on

e
list

of
p
reviou

s
elem

ents
an

d
on

e
of

n
ext

elem
ents.

T
h
en
,
th
e
tran

slator
tran

slates
each

elem
ent

w
ith

its
resp

ective
lin

ks,
gen

eratin
g
S
olid

ity
cod

e
b
ased

on
th
e
tran

slation
ru
les

for
d
i↵
erent

typ
es

of
elem

ents
as

d
etailed

in
th
e
T
R

[23].
N
ote

th
at,

in
th
e
cu
rrent

im
p
lem

entation
,

on
ly

som
e
com

b
in
ation

s
of

con
secu

tive
gatew

ays
can

b
e
con

n
ected

to
each

oth
er

w
ith

ou
t
tasks

in
b
etw

een
.
T
h
e
p
reviou

s
elem

ent
list

is
u
sed

by
th
e
tran

slator
to

d
eterm

in
e
w
h
ich

oth
er

elem
ents

n
eed

to
b
e
d
eactivated

w
h
en

th
e
cu
rrent

elem
ent



U
n
tru

sted
B
u
sin

ess
P
ro
cess

M
on

itorin
g
an

d
E
x
ecu

tion
U
sin

g
B
lo
ckch

ain
7

is
ex
ecu

ted
;
th
e
n
ex
t
elem

en
t
list

sp
ecifi

es
w
h
ich

elem
en
ts

n
eed

to
b
e
activated

after
th
e
cu

rrent
elem

ent
is

execu
ted

.
T
h
e

selection
m
eth

o
d
s

for
th
e

tw
o

lists
are

sh
ow

n
in

A
lgorith

m
1.

N
ex

tE
lem

en
ts

of
an

elem
en
t
in
clu

d
es

all
th
e
task

s
th
at

d
irectly

follow
th
e

elem
ent,

or
th
e
ou

tgoin
g
ed
ge

if
th
e
target

of
th
at

ed
ge

is
an

A
N
D
-Join

.
If
a
n
ext

elem
ent

is
a
S
p
lit

or
X
O
R
-Join

gatew
ay,

th
e
tasks

/
ed

ges
th
at

con
n
ect

to
it

are
ad

d
ed

in
to

N
ex

tE
lem

en
ts

th
rou

gh
a
recu

rsive
call.

P
reviou

sE
lem

en
ts

of
an

elem
ent

in
clu

d
es

th
e
elem

ent
itself.

If
an

X
O
R
-S
p
lit

gatew
ay

S
pliti

p
reced

es
th
e

cu
rrent

elem
ent,

th
e
tasks

th
at

follow
it
are

ad
d
ed

to
P
reviou

sE
lem

en
ts.

In
th
e

case
of

an
A
N
D
-Join

gatew
ay,allin

com
in
g
ed
ges

are
ad

d
ed

to
P
reviou

sE
lem

en
ts.

A
lg
o
r
it
h
m

1
C
alcu

latin
g
P
reviou

sE
lem

ents
an

d
N
extE

lem
ents.

1:
fu

n
ctio

n
S
e
le

c
t
N
e
x
t
E
le

m
e
n
t
s(E

lem
en

t,
N
ex

tE
lem

en
ts[])

2:
fo
r
a
ll
E
d
ge

j
2

ou
tgoin

gE
d
ges[E

lem
en

t]
d
o

3:
if

E
d
ge

j .ta
rgetE

lem
en

t
is

T
ask

th
e
n

4:
N
ex

tE
lem

en
ts
 

E
d
ge

j .ta
rgetE

lem
en

t
5:

e
lse

if
E
d
ge

j .ta
rgetE

lem
en

t
is

A
N
D
-Join

gatew
ay

th
e
n

6:
N
ex

tE
lem

en
ts
 

E
d
ge

j

7:
e
lse

if
E
d
ge

j .ta
rgetE

lem
en

t
is

S
p
lit

or
X
O
R
-Join

gatew
ay

th
e
n

8:
S
electN

ex
tE

lem
en

ts(E
d
ge

j .ta
rgetE

lem
en

t,N
ex

tE
lem

en
ts[])

9:
e
n
d

if
10:

e
n
d

fo
r

11:
e
n
d

fu
n
ctio

n
12:
13:

fu
n
ctio

n
S
e
le

c
t
P
r
e
v
io
u
sE

le
m
e
n
t
s(E

lem
en

t,
P
rev

E
lem

en
ts[])

14:
P
rev

E
lem

en
ts
 

E
lem

en
t

15:
if

E
lem

en
t
is

T
ask

th
e
n

16:
fo
r
a
ll
E
d
ge

i
2

in
com

in
gE

d
ges[E

lem
en

t]
d
o

17:
if

E
d
ge

i .sou
rceE

lem
en

t
is

X
O
R
-S
p
lit

gatew
ay

th
e
n

18:
S
electN

ex
tE

lem
en

ts(E
d
ge

i .sou
rceE

lem
en

t,P
rev

E
lem

en
ts[])

19:
e
n
d

if
20:

e
n
d

fo
r

21:
e
lse

if
E
lem

en
t
is

A
N
D
-Join

gatew
ay

th
e
n

22:
fo
r
a
ll
E
d
ge

i
2

in
com

in
gE

d
ges[E

lem
en

t]
d
o

23:
P
rev

E
lem

en
ts
 

E
d
ge

i

24:
e
n
d

fo
r

25:
e
n
d

if
26:

e
n
d

fu
n
ctio

n

T
h
e
g
e
n
e
r
a
t
o
r
is
b
ased

on
th
e
w
orkfl

ow
p
attern

s
[18].

S
om

e
p
attern

s
can

b
e

d
irectly

tran
slated

,som
e
h
ave

to
b
e
su
p
p
orted

o↵
-ch

ain
,an

d
oth

er
are

u
n
n
ecessary

in
ou

r
case.

O
u
r
focu

s
is

n
ot

on
su
p
p
ortin

g
all

elem
ents

of
B
P
M
N
,
b
u
t
w
e
start

from
th
e
5
b
asic

control
fl
ow

p
attern

s
[18],

w
h
ich

are
am

on
g
th
e
m
ost

frequ
ently

u
sed

elem
en
ts

in
p
ro
cess

m
o
d
els

[25].
F
or

b
rev

ity,
w
e
give

an
overv

iew
of

th
e

tran
slation

ru
les

in
T
ab

le
1.

T
h
ese

m
ake

u
se

of
th
e
tw

o
lists

d
erived

ab
ove,

for
activation

/
d
eactivation

.
A
fter

gen
eratin

g
th
e
sm

art
con

tracts,
th
e
tran

slator
also

calcu
lates

th
e
cost

ran
ge

for
ex
ecu

tin
g
th
e
resu

ltin
g
sm

art
con

tract.
T
h
is

serves
as

an
in
d
ication

of
h
ow

m
u
ch

cry
p
to-coin

s
h
ave

to
b
e
sp
en
t
in

ord
er

to
execu

te
p
rocess

in
stan

ces
over

th
e
b
lockch

ain
.
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W
eb

er,
X
u
,
R
iveret,

G
overn

atori,
P
on
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,
an

d
M
en

d
lin

g

B
P
M

N
e
le
m
e
n
t

S
co

p
e

S
o
lid

ity
co

d
e
su

m
m
a
ry

A
ll
p
attern

s
A
ll

O
n
ex
ecu

tion
,
d
eactivates

itself
an

d
activates

th
e
su
b
seq

u
en

t
elem

en
t.

P
arallel-S

p
lit

A
ll

E
x
ecu

tes
on

activation
,
activates

a
ll

su
b
seq

u
en
t
elem

en
ts.

P
arallel-Join

A
ll

E
x
ecu

tes
on

activation
of

a
ll

in
com

in
g
ed

ges.
X
O
R
-S
p
lit

A
ll

E
x
ecu

tes
on

activation
,
con

d
ition

ally
activates

all
su
b
seq

u
en
t

elem
en
ts.

If
on

e
of

th
em

is
ex
ecu

ted
,
it

d
eactivates

all
oth

ers.
X
O
R
-Join

A
ll

E
x
ecu

tes
on

activation
of

o
n
e
in
com

in
g
ed

ge.
C
h
oreograp

h
y

T
ask

A
ll

E
x
ecu

tes
w
h
en

th
e
resp

ective
m
essage

is
received

(as
b
lo
ck
-

ch
ain

tran
saction

),
an

d
if
th
e
task

is
activated

(m
essage

con
-

form
s
w
ith

p
ro
cess).

If
con

form
in
g,

th
e
m
essage

is
forw

ard
ed

(as
sm

art
con

tract
log

en
try

);
else,

an
alert

is
b
road

casted
.

T
ask

:
P
ay

m
en
t
M
,C

M
E

E
x
ecu

tion
an

d
con

form
an

ce
ch
eck

as
ab

ove.
If

con
form

in
g,

p
ay

m
en
t
in
to

or
from

escrow
is

p
ro
cessed

.
In
com

in
g
p
ay

m
en
t

is
th
rou

gh
a
tran

saction
,
w
h
ich

h
as

th
e
d
esired

e↵
ect

alread
y.

O
u
tgoin

g
p
ay

m
en
t
is

sen
t
to

th
e
accou

n
t
of

th
e
sp

ecifi
ed

role.
T
ask

:
D
ata

T
ran

sform
a-

tion

M
E
x
ecu

tion
an

d
con

form
an

ce
ch
eck

as
ab

ove.
M
ed

iator-in
tern

al
logic

on
d
ata

tran
sform

ation
,
to

b
e
h
an

d
led

on
-ch

ain
b
y
th
e

m
ed

iator
or

o↵
-ch

ain
b
y
a
d
esign

ated
trigger.

T
ab

le
1:

T
ran

slation
ru
le

su
m
m
ary.

D
u
rin

g
traversal

of
th
e
p
rocess

m
od

el,
w
h
en

th
e
tran

slator
en

cou
nters

a
p
attern

(left
colu

m
n
),
it

in
serts

cod
e
accord

in
g
to

th
e
right

colu
m
n
into

th
e
sm

art
contract

cod
e.

S
cop

e
con

cern
s
w
h
ich

variants
th
e
p
attern

ap
p
lies

to
(M

:
m
ed

iator;
C
M
E
:
C
-M

on
itor

w
ith

escrow
).

3
.3

R
u
n
t
im

e
E
n
v
ir
o
n
m
e
n
t
:
E
x
e
c
u
t
in
g
P
r
o
c
e
s
s
e
s
a
s
S
m
a
r
t
C
o
n
t
r
a
c
t
s

T
h
e
tran

slator
gen

erates
all

artifacts
n
eed

ed
for

ru
ntim

e
execu

tion
.
W
e
start

by
d
escrib

in
g
C
-M

on
itors,

w
h
ich

allow
p
assive

m
on

itorin
g
of

ch
oreograp

h
ies

an
d

op
tion

ally
escrow

.
A
ctive

m
ed

iators
can

b
e
seen

as
an

exten
sion

of
C
-M

on
itors,

an
d
th
e
ad

d
ition

s
are

ex
p
lain

ed
su
b
seq

u
en
tly.

T
h
e
th
ird

im
p
ortan

t
con

cep
t
for

ru
ntim

e,
th
e
triggers,

an
d
th
e
interaction

b
etw

een
triggers

an
d
sm

art
contracts

are
covered

afterw
ard

s.
F
in
ally,

w
e
d
escrib

e
h
ow

tech
n
ical

ch
allen

ges
like

key
d
istrib

u
tion

are
h
an

d
led

.

C
h
o
r
e
o
g
r
a
p
h
y
M

o
n
it
o
r
.
T
h
e
fi
rst

w
ay

of
facilitatin

g
collab

orative
p
ro
cesses

is
to

u
se

a
sm

art
con

tract
as

C
-M

on
itor,

w
ith

op
tion

al
escrow

an
d
con

d
ition

al
p
ay

m
en
t
at

certain
p
oin

ts
of

th
e
p
ro
cesses.

F
or

a
n
ew

p
ro
cess

in
stan

ce,
an

in
stan

ce
con

tract
is

gen
erated

from
th
e
factory

con
tract.

In
itialization

in
clu

d
es

registerin
g
p
articip

an
ts

an
d
th
eir

p
u
b
lic

key
s
to

roles.
T
h
e
C
-M

on
itor

in
stan

ce
con

tract
con

tain
s
variab

les
for

storin
g
th
e
role

assign
m
en
t
an

d
for

th
e
p
ro
cess

execu
tion

statu
s.
D
u
rin

g
execu

tion
,
th
e
involved

p
articip

ants
d
o
n
ot

interact
w
ith

each
oth

er
d
irectly.

In
stead

,
th
ey

u
se

th
e
m
on

itor
to

exch
an

ge
th
eir

in
p
u
t/ou

tp
u
t

d
ata

p
ay

load
an

d
,
b
y
d
oin

g
so,

ad
van

ce
th
e
state

of
th
e
collab

orative
p
ro
cess.

C
on

sid
er

th
e
ch
oreograp

h
y
in

F
ig.

3,
w
h
ich

is
an

oth
er

rep
resen

tation
of

th
e

collab
orative

p
rocess

from
F
ig.1.A

lltasks
are

com
m
u
n
ication

tasks
b
etw

een
roles.

B
y
ex
ch
an

gin
g
th
e
m
essages

th
rou

gh
th
e
C
-M

on
itor,

it
can

ch
eck

con
form

an
ce

w
ith

th
e
ch
oreograp

hy
an

d
track

th
e
statu

s.
In

th
is

w
ay,

con
form

an
ce

ch
eckin

g
is

d
on

e
im

p
licitly

by
th
e
C
-M

on
itor,

an
d
all

tran
saction

s
(su

ccessfu
l
or

n
ot)

are
logged

in
th
e
b
lockch

ain
.
T
h
e
h
an

d
lin

g
of

escrow
is

d
escrib

ed
b
elow

.

M
e
d
ia
t
o
r
.
S
im

ilar
to

th
e
C
-M

on
itor,

th
e
m
ed

iator
is
im

p
lem

en
ted

as
a
sm

art
contract,

w
h
ich

is
gen

erated
from

th
e
factory

contract.
It

u
ses

th
e
sam

e
com

p
on

-
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ro
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M
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O
rder goods

Bulk Buyer

M
anufacturer

Place order for 
supplies

M
anufacturer

M
iddlem

an

+
Forw

ard order for 
supplies

M
iddlem

an

Supplier

Place order for 
transport

M
iddlem

an

Special carrier

+

Deliver supplies

Special carrier

M
anufacturer

Report start of
production

M
anufacturer

Bulk Buyer

Deliver goods

M
anufacturer

Bulk Buyer

Send w
aybill

Supplier

Special carrier

Request details

Special carrier

Supplier

Provide details

Supplier

Special carrier

F
igu

re
3:

B
P
M
N

ch
oreograp

hy
d
iagram

of
th
e
p
rocess

in
F
ig.

1

en
ts

as
th
e
C
-M

on
itor.

It
also

im
p
lem

en
ts

active
com

p
on

en
ts,

am
on

g
oth

ers
to

tran
sform

d
ata

an
d
receive

an
d
sen

d
m
essages

an
d
p
aym

ents.

T
r
ig
g
e
r
s
.
T
h
e
B
lo
ckch

ain
is

a
closed

en
v
iron

m
en
t,

w
h
ere

th
e
d
ep

loyed
sm

art
con

tracts
can

n
ot

call
ex
tern

al
A
P
Is.

In
ou

r
ap

p
roach

,
a
trigger

(or
b
lo
ckch

ain
in
terface)

con
n
ects

th
e
p
articip

an
ts’

in
tern

al
p
ro
cesses

w
ith

th
e
b
lo
ckch

ain
.
It

m
on

itors
th
e
p
ro
cess

ex
ecu

tion
statu

s,
logically

receives
m
essages

from
sm

art
con

tracts
an

d
calls

ex
tern

al
A
P
Is,

or
receives

A
P
I
calls

an
d

logically
sen

d
s

m
essages

to
sm

art
contracts

accord
in
gly.

T
riggers

are
p
rogram

s
ru
n
n
in
g
on

fu
ll
n
o
d
es

of
th
e
b
lo
ckch

ain
n
etw

ork
.
In

th
e
typ

ical
setu

p
,
every

p
articip

ant
op

erates
its

ow
n
trigger

d
ep
loyed

on
a
n
od

e
it

controls,
an

d
th
e
p
articip

ant’s
system

s
on

ly
com

m
u
n
icate

w
ith

its
ow

n
trigger.

W
e
assu

m
e
th
at

th
is

situ
ation

is
given

.
S
in
ce

th
e
trigger

is
req

u
ired

to
h
old

p
rivate

key
s
for

all
p
articip

an
ts

on
w
h
ose

b
eh

alf
it

op
erates,

a
h
igh

d
egree

of
tru

st
into

th
e
in
d
ivid

u
al

trigger
is

requ
ired

.
W

h
en

a
n
ew

p
rocess

in
stan

ce
is
created

,th
e
p
articip

ants
register

th
eir

roles
an

d
p
u
b
lic

keys.
T
h
e
p
u
b
lic

key
corresp

on
d
s
to

th
e
accou

nt
ad

d
ress

of
a
p
articip

ant.
A
ll
key

s
an

d
role

assign
m
en
ts

are
p
assed

to
all

triggers
asso

ciated
w
ith

th
e

p
rocess

in
stan

ce,
so

everyon
e
kn

ow
s
w
h
ich

role
is

p
layed

by
w
h
om

an
d
can

verify
m
essages

accord
in
gly.

W
ith

th
e
p
rivate

key
it
h
old

s,
th
e
trigger

can
en

cry
p
t
or

sign
a
m
essage,

allow
in
g
th
e
con

tract
an

d
th
e
oth

er
p
articip

an
ts

to
verify

its
m
essages.

In
th
is

fash
ion

,
it

can
also

create
p
aym

ent
tran

saction
s.

D
u
rin

g
th
e
p
ro
cess

ex
ecu

tion
,
th
e
trigger

is
recep

tive
to

A
P
I
calls

from
its

ow
n
er,

as
w
ell

as
to

logical
m
essages

from
th
e
p
ro
cess

in
stan

ce
con

tract.
T
h
e

interaction
b
etw

een
intern

al
p
rocess

im
p
lem

entation
s,

triggers,
an

d
th
e
p
rocess

in
stan

ce
sm

art
con

tract
is

sh
ow

n
in

sim
p
lifi

ed
form

in
F
ig.

4.
W

h
en

a
trigger’s

A
P
I
is

called
from

its
ow

n
er,

th
e
trigger

tran
slates

th
e
received

m
essage

in
to

a
b
lockch

ain
tran

saction
,
an

d
sen

d
s
th
e
tran

saction
to

th
e
in
stan

ce
contract.

W
h
en

th
e
trigger

receives
a
logical

m
essage

from
th
e
in
stan

ce
con

tract,
it
u
p
d
ates

its
local

state
an

d
calls

an
extern

al
A
P
I
from

th
e
p
rivate

p
rocess

im
p
lem

entation
.

F
in
ally,

th
e
trigger

takes
care

of
sizab

le
d
ata

p
ay
load

s.
F
or

in
com

in
g
A
P
I

calls,
it

m
oves

th
e
d
ata

to
secu

re
storage,

h
ash

es
it,

an
d
attach

es
a
U
R
I
an

d
th
e

h
ash

to
th
e
ou

tgoin
g
tran

saction
.
F
or

in
com

in
g
m
essages

from
th
e
b
lockch

ain
,
it



10
W
eb

er,
X
u
,
R
iveret,

G
overn

atori,
P
on

om
arev

,
an

d
M
en

d
lin

g

Bulk Buyer
BB Trigger

Sm
art 

Contract
M

anufact-
urer

M
f. Trigger

API call:
Order goods

Blockchain 
Transaction

(BCTX)

Sm
art Contract effect

Check 
conform

ance

API call

M
iddlem

an
M

m
. Trigger

API call:
Place order

Execute
internal logic

BCTX

Sm
art Contract effect

Check 
conform

ance

API call

F
igu

re
4:

S
equ

en
ce

d
iagram

for
th
e
fi
rst

tw
o
tasks

in
F
ig.

3

retrieves
th
e
d
ata

via
its

U
R
I,
ch
ecks

if
th
e
h
ash

m
atch

es,
an

d
sen

d
s
it

on
to

th
e

intern
al

p
rocess

im
p
lem

entation
.

E
n
c
r
y
p
t
io
n

a
n
d

k
e
y

d
is
t
r
ib
u
t
io
n
.
A
ll
th
e
in
form

ation
on

th
e
b
lo
ckch

ain
is

p
u
b
licly

accessib
le

to
all

n
o
d
es

w
ith

in
th
e
n
etw

ork
.
W
e
store

tw
o
ty
p
es

of
in
form

ation
on

b
lo
ckch

ain
,
n
am

ely
th
e
p
ro
cess

ex
ecu

tion
statu

s
an

d
th
e
d
ata

p
ayload

(or
its

U
R
I/h

ash
).

T
o
p
reserve

th
e
p
rivacy

of
th
e
involved

p
articip

ants,
w
e
h
ave

th
e
op

tion
to

en
cry

p
t
th
e
d
ata

p
ay

load
b
efore

in
sertin

g
it

in
to

th
e

b
lockch

ain
.
H
ow

ever,
th
e
p
rocess

execu
tion

statu
s
is

n
ot

en
cryp

ted
b
ecau

se
th
e

C
-M

on
itors

an
d
m
ed
iators

n
eed

to
p
rocess

th
is

in
form

ation
.
E
n
cryp

tin
g
th
e
d
ata

p
ay

load
m
ean

s
th
at

m
ed

iators
can

n
ot

p
erform

d
ata

tran
sform

ation
at

all,
b
u
t

can
resort

to
th
e
sou

rce
p
articip

ant’s
trigger

for
th
is

task.
W
e
assu

m
e
th
e
in
volved

p
articip

an
ts

ex
ch
an

ge
th
eir

p
u
b
lic

key
s
o↵

-ch
ain

.
E
n
c
r
y
p
tin

g
d
a
ta

p
a
y
lo
a
d
fo
r
a
ll
p
r
o
c
e
s
s
p
a
r
tic

ip
a
n
ts

can
b
e
ach

ieved
as

follow
s.

O
n
e
p
articip

an
t
creates

a
secret

key
for

th
e
p
ro
cess

in
stan

ce,
an

d
d
istrib

u
tes

it
d
u
rin

g
in
itial

key
ex
ch
an

ge.
W

h
en

a
p
articip

an
t
ad

d
s
d
ata

p
ay

load
to

th
e

b
lockch

ain
,
it

fi
rst

sym
m
etrically

en
cryp

ts
th
is

in
form

ation
u
sin

g
th
e
secret

key.
T
hu

s,
th
e
p
u
b
licly

accessib
le

in
form

ation
on

b
lockch

ain
is

en
cryp

ted
,
i.e.,

u
seless

to
anyon

e
w
h
o
h
as

n
o
access

to
th
e
secret

key.
T
h
e
p
articip

ants
involved

in
th
e

p
rocess

in
stan

ce
h
ave

th
e
secret

key
an

d
can

d
ecryp

t
th
e
in
form

ation
.
E
n
c
r
y
p
tin

g

d
a
ta

p
a
y
lo
a
d
b
e
tw
e
e
n
tw
o
p
r
o
c
e
s
s
p
a
r
tic

ip
a
n
ts
,
in

contrast,
m
ay

b
e
d
esired

if
tw

o
p
articip

ants
w
ant

to
exch

an
ge

in
form

ation
p
rivately

th
rou

gh
th
e
p
rocess

in
stan

ce.
F
or

th
is

case,
th
e
sen

d
er

can
asym

m
etrically

en
cryp

t
th
e
in
form

ation
u
sin

g
th
e

receiver’s
p
u
b
lic

key;
on

ly
th
e
receiver

can
d
ecryp

t
it

w
ith

its
p
rivate

key.

E
s
c
r
o
w
.
T
h
e
C
-M

on
itor

or
m
ed

iator
can

also
w
ork

as
an

escrow
for

con
d
ition

al
p
ay

m
en
t
at

d
esign

ated
p
oin

ts.
S
im

ilar
to

an
escrow

agen
t,

e.g.,
in

real
estate

tran
saction

s,
th
e
sm

art
con

tract
receives

m
on

ey
from

on
e
or

m
ore

p
arties,

an
d

on
ly

releases
th
e
m
on

ey
to

oth
er

p
arties

on
ce

certain
criteria

are
m
et.

F
or

th
e

receivers
th
is

h
as

th
e
b
en
efi
t
th
at

th
ey

can
ob

serve
th
at

th
e
m
on

ey
is

actu
ally

th
ere

b
efore

d
oin

g
w
ork;

an
d
th
e
sen

d
er

d
oes

n
ot

h
ave

to
p
ay

u
p
front,

tru
stin

g
it

w
ill

eventu
ally

receive
th
e
good

s
or

service
in

retu
rn
.

In
th
e
ru
n
n
in
g
ex
am

p
le

p
ro
cess,

th
e
M
an

u
factu

rer
(
M
f)

n
eed

s
to

p
ay

th
e

M
id
d
lem

an
(
M
m
),

S
u
p
p
lier

(
S
)
an

d
C
arrier

(
C
)
w
h
en

it
receives

th
e
good

s.
B
u
t

S
is

u
n
w
illin

g
to

sen
d
th
e
go

o
d
s
w
ith

ou
t
som

e
gu

aran
tees

th
at

it
w
ill

get
p
aid

.
T
h
erefore,

M
f
p
u
ts

th
e
m
on

ey
in

escrow
,
n
am

ely
an

accou
nt

h
eld

by
th
e
p
rocess



U
n
tru

sted
B
u
sin

ess
P
ro
cess

M
on

itorin
g
an

d
E
x
ecu

tion
U
sin

g
B
lo
ckch

ain
11

in
stan

ce
con

tract,
w
h
en

ord
erin

g
th
e
go

o
d
s.

L
ater,

b
oth

C
an

d
M
f
con

fi
rm

th
e
d
elivery

of
th
e
go

o
d
s,

w
h
ich

triggers
au

tom
atic

p
ay

m
en
t
from

th
e
escrow

accou
n
t
to

M
m
,
S
,
an

d
C
.
T
h
e
sm

art
con

tract
d
efi

n
es

u
n
d
er

w
h
at

con
d
ition

s
th
e
m
on

ey
can

b
e
tran

sferred
an

d
h
ow

th
e
m
on

ey
sh
ou

ld
b
e
tran

sferred
.
T
h
u
s,

w
h
en

a
p
ay
m
en
t
fu
n
ction

is
triggered

,
th
e
sm

art
con

tract
au

tom
atically

ch
eck

s
th
e
d
efi
n
ed

con
d
ition

s,
an

d
tran

sfers
th
e
m
on

ey
accord

in
g
to

th
e
d
efi
n
ed

ru
les.

It
is,

h
ow

ever,
of

h
igh

im
p
ortan

ce
to

sp
ecify

ru
les

th
at

cover
all

p
ossib

le
scen

arios
an

d
th
e
resp

ective
ou

tcom
es:

e.g.,
w
h
at

sh
all

h
ap

p
en

w
ith

m
on

ey
in

escrow
if
M
f

an
d
C

d
isagree

ab
ou

t
th
e
d
elivery

of
th
e
good

s
or

th
eir

con
d
ition

?

G
a
s
m
o
n
e
y
.
T
h
e
com

p
u
tation

,
d
ata

storage,
an

d
creation

of
sm

art
con

tracts
on

th
e
b
lo
ckch

ain
costs

cry
p
to-coin

s.
T
h
at

rep
resen

ts
th
e
cost

for
u
sin

g
th
e

b
lo
ckch

ain
n
etw

ork
,
sin

ce
it

is
u
sed

to
p
ay

th
e
m
in
ers

th
at

ex
ecu

te
th
e
sm

art
contracts.

E
ach

fu
n
ction

call
is

thu
s
accom

p
an

ied
by

cost,
b
u
t
contract

creation
is

relatively
m
u
ch

m
ore

exp
en

sive
th
an

a
regu

lar
fu
n
ction

call.
F
or

fairn
ess,

th
e

p
articip

ants
in

a
collab

orative
p
rocess

m
ay

w
ant

to
d
ecid

e
on

a
d
i↵
erent

sp
lit

of
w
h
o
p
ays

h
ow

m
u
ch
,
rath

er
th
an

th
e
im

p
licit

sp
lit

from
th
e
p
rocess.

4
E
v
a
lu
a
tio

n

4
.1

E
v
a
lu
a
t
io
n

M
e
t
h
o
d
,
I
m
p
le
m
e
n
t
a
t
io
n
,
a
n
d

S
e
t
u
p

T
h
e
goal

of
ou

r
evalu

ation
is
to

assess
th
e
feasib

ility
of

th
e
ap

p
roach

.
T
o
th
is
en
d
,

w
e
im

p
lem

en
ted

p
ro
of-of-con

cep
t
p
rototy

p
es

for
th
e
tran

slator
an

d
th
e
trigger.

T
h
e
tran

slator,
w
ritten

in
Java,

accep
ts

B
P
M
N

2.0
X
M
L
fi
les,

w
h
ich

w
e
p
arse

u
sin

g
th
e
sou

rce
cod

e
of

th
e
JB

oss
B
P
M
N
2
M
od

eller
(jb

p
m
-b
p
m
n
2
6.3.0).

T
h
e

tran
slator’s

ou
tp
u
t
are

fi
les

th
at

com
p
ly

w
ith

th
e
S
olid

ity
scrip

tin
g
lan

gu
age,

version
0.2.0.

O
u
r
sm

art
contracts

are
ru
n
n
in
g
on

go-eth
ereu

m
1.3.5,

w
h
ich

is
th
e

o�
cial

G
olan

g
im

p
lem

entation
of

th
e
E
th
ereu

m
p
rotocol.

T
h
e
trigger

is
w
ritten

as
a
N
od

e.js
w
eb

ap
p
lication

,
in

JavaS
crip

t.
W
e
p
icked

th
ree

u
se

case
p
rocesses

of
d
i↵
erent

size,
tw

o
from

th
e
literatu

re
an

d
on

e
from

an
in
d
u
strial

p
rototyp

e.
A
ll
th
ree

cou
ld

b
e
u
sed

d
irectly

as
C
-M

on
itor,

an
d
w
e
exten

d
ed

on
e
to

cover
th
e
oth

er
op

tion
s,

i.e.,
C
-M

on
itor

w
ith

escrow
an

d
m
ed

iator.
T
h
e
key

fu
n
ction

ality
of

th
e
b
lo
ckch

ain
is

to
accu

rately
record

th
e

sh
ared

h
istory

of
th
e
ch
oreograp

h
y
p
ro
cesses.

T
h
erefore,

w
e
d
erived

th
e
set

of
p
erm

issib
le

ex
ecu

tion
traces

for
each

p
ro
cess

m
o
d
el,

w
h
ich

w
e
called

th
e
s
e
t
o
f

c
o
n
fo
r
m
in
g
tr
a
c
e
s.

F
u
rth

erm
ore,

w
e
ran

d
om

ly
m
od

ifi
ed

th
ese

traces
to

ob
tain

a
larger

s
e
t
o
f
n
o
t
c
o
n
fo
r
m
in
g
tr
a
c
e
s
w
ith

th
e
follow

in
g
m
an

ip
u
lation

op
erators:

(i)
ad

d
an

even
t,
(ii)

rem
ove

an
even

t,
or

(iii)
sw

itch
th
e
ord

er
of

tw
o
even

ts,
su
ch

th
at

th
e
m
od

ifi
ed

trace
w
as

d
i↵
erent

from
all

correct
traces.

T
h
en

w
e
tested

th
e

ab
ility

of
th
e
sm

art
contracts

to
d
iscrim

in
ate

b
etw

een
correct

an
d
in
correct

traces.
F
or

escrow
an

d
th
e
m
ed
iator

d
ata

tran
sform

ation
,
w
e
ran

a
sm

aller
n
u
m
b
er

of
exp

erim
ents

w
h
ere

w
e
m
anu

ally
verifi

ed
th
e
e↵

ects.
F
in
ally,

d
u
rin

g
th
e
ab

ove
ex
p
erim

en
ts

w
e
collected

d
ata

th
at

allow
s
u
s
to

an
alyze

im
p
ortant

qu
alities.

W
e
focu

sed
p
articu

larly
on

cost
an

d
laten

cy
of

u
sin

g
th
e
b
lo
ckch

ain
in

ou
r
settin

g,
sin

ce
th
ese

are
th
e
tw

o
n
on

-fu
n
ction

al
p
rop

erties
th
at

d
i↵
er

m
ost

from
trad

ition
al

ap
p
roach

es,
su
ch

as
tru

sted
th
ird

p
arties.

W
e

ran
ex
p
erim

en
ts

on
a
p
rivate

b
lo
ckch

ain
an

d
th
e
p
u
b
lic

E
th
ereu

m
b
lo
ckch

ain
,

w
h
ich

allow
ed

u
s
to

com
p
are

th
e
e↵

ects
of

d
i↵
erent

op
tion

s
on

th
ese

qu
alities.

4
.2

U
s
e
C
a
s
e
P
r
o
c
e
s
s
e
s

F
or

ou
r
evalu

ation
,
w
e
u
sed

th
e
follow

in
g
th
ree

p
rocesses.
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W
eb

er,
X
u
,
R
iveret,

G
overn

atori,
P
on

om
arev

,
an

d
M
en

d
lin

g

1.
S
u
p
p
ly

ch
ain

ch
oreograp

hy:
T
h
is

p
rocess

is
d
iscu

ssed
th
rou

gh
ou

t
th
is

p
ap

er
as

a
ru
n
n
in
g
ex
am

p
le,

see
F
ig.

3,
an

d
ad

ap
ted

from
[3].

T
h
is

p
ro
cess

h
as

ten
task

s,
tw

o
gatew

ay
s
an

d
tw

o
con

form
in
g
traces.

F
rom

th
e
2
p
ossib

le
con

form
in
g
traces,

w
e
gen

erated
60

ran
d
om

ly
m
an

ip
u
lated

traces.
O
u
t
of

th
ese,

3
w
ere

con
form

in
g
(sw

itch
ed

ord
er

of
p
arallel

tasks)
an

d
57

n
ot.

2.
In
cid

ent
m
an

agem
ent

ch
oreograp

hy:
T
h
is

p
rocess

stem
s
from

[11,
p
.18].

T
h
is

p
rocess

h
as

n
in
e
tasks,

six
gatew

ays
an

d
fou

r
con

form
in
g
traces.

W
e
gen

erated
120

n
ot

con
form

in
g
traces.

W
e
im

p
lem

ented
it
w
ith

an
d
w
ith

ou
t
(i)

a
p
aym

ent
op

tion
an

d
(ii)

d
ata

m
an

ip
u
lation

in
a
m
ed

iator.
3.

In
su
ran

ce
claim

h
an

d
lin

g:
T
h
is
p
rocess

is
taken

from
th
e
in
d
u
strial

p
rototyp

e
R
egorou

s
5.

C
h
oreograp

h
ies

ten
d
to

resu
lt
in

a
sim

p
lifi

ed
view

of
a
collab

or-
ative

p
ro
cess,

as
can

b
e
seen

w
h
en

com
p
arin

g
F
igu

res
1
an

d
3.

T
o
test

th
e

con
form

an
ce

ch
eckin

g
featu

re
w
ith

a
m
ore

com
p
lex

p
rocess,

w
e
ad

d
ed

a
th
ird

u
se

case
w
h
ich

w
as

origin
ally

n
ot

a
ch
oreograp

hy.
T
h
is

p
rocess

h
as

13
tasks,

eight
gatew

ays
an

d
n
in
e
con

form
in
g
traces.

W
e
gen

erated
17

correct
an

d
262

n
ot

con
form

in
g
traces.

4
.3

I
d
e
n
t
ifi
c
a
t
io
n

o
f
N
o
t
C
o
n
f
o
r
m
in
g
T
r
a
c
e
s

F
or

th
is

p
art

of
th
e
evalu

ation
,
w
e
investigate

if
ou

r
im

p
lem

entation
accu

rately
id
en
tifi

es
th
e
n
ot

con
form

in
g
traces

th
at

h
ave

b
een

gen
erated

for
each

of
th
e

m
od

els.
T
h
e
resu

lts
are

sh
ow

n
in

T
ab

le
2.

A
ll
log

traces
w
ere

correctly
classifi

ed
.

T
h
is
w
as

ou
r
exp

ectation
:
any

oth
er

ou
tcom

e
w
ou

ld
h
ave

p
ointed

at
severe

issu
es

w
ith

ou
r
ap

p
roach

or
im

p
lem

entation
.

P
ro

ce
ss

T
a
sk

s
G
a
te

w
a
y
s

T
ra

ce
ty

p
e

T
ra

ce
s
C
o
rre

ctn
e
ss

S
u
p
p
ly

ch
ain

p
ro
cess

of
F
ig.

3
10

2
C
on

form
in
g

5
100%

N
ot

con
form

in
g

57
100%

In
cid

en
t
m
an

agem
en
t

9
6

C
on

form
in
g

4
100%

N
ot

con
form

in
g

120
100%

In
cid

en
t
m
an

agem
en
t

w
ith

p
ay

m
en
t

9
6

C
on

form
in
g

4
100%

N
ot

con
form

in
g

19
100%

In
cid

en
t
m
gm

t.
w
ith

d
ata

tran
sform

ation
9

6
C
alcu

lation
10

100%
S
trin

g
m
an

ip
u
lation

10
100%

In
su
ran

ce
claim

13
8

C
on

form
in
g

17
100%

N
ot

con
form

in
g

262
100%

T
ab

le
2:

P
rocess

u
se

case
ch
aracteristics

an
d
con

form
an

ce
ch
eckin

g
resu

lts

4
.4

A
n
a
ly
s
is

o
f
C
o
s
t
a
n
d

L
a
t
e
n
c
y

In
th
is
p
art

of
th
e
evalu

ation
,
w
e
investigate

th
e
cost

an
d
laten

cy
of

involvin
g
th
e

b
lockch

ain
in

th
e
p
rocess

execu
tion

,
sin

ce
th
ese

are
th
e
n
on

-fu
n
ction

al
p
rop

erties
th
at

are
m
ost

d
i↵
erent

from
solu

tion
s
cu

rrently
u
sed

in
p
ractice.

C
o
s
t
.
In

ou
r
ex
p
erim

en
ts

on
th
e
p
rivate

b
lo
ckch

ain
,
w
e
ex
ecu

ted
a
total

of
7923

tran
saction

s,
at

zero
cost.

O
n
th
e
p
u
b
lic

E
th
ereu

m
b
lo
ckch

ain
,
w
e
ran

32
p
rocess

in
stan

ces
w
ith

a
total

of
256

tran
saction

s.
T
h
e
d
ep
loym

ent
of

th
e
factory

con
tract

cost
0.032

E
th
er,

an
d
each

ru
n
of

th
e
In
cid

en
t
M
an

agem
en
t
p
ro
cess,

w
ith

au
tom

atic
p
aym

ents
an

d
d
ata

tran
sform

ation
s,
cost

on
average

0.0347
E
th
er,

5
h
t
t
p
:
/
/
w
w
w
.
r
e
g
o
r
o
u
s
.
c
o
m
/
.
A

su
b
set

of
th
e
au

th
ors

is
in
volved

in
th
is

p
ro
ject.



U
n
tru

sted
B
u
sin

ess
P
ro
cess

M
on

itorin
g
an

d
E
x
ecu

tion
U
sin

g
B
lo
ckch

ain
13

or
ap

p
rox.

U
S
$
0.40

at
th
e
tim

e
of

w
ritin

g.
T
h
e
d
ata

(tran
saction

s
an

d
contract

e↵
ects)

of
th
e
exp

erim
ent

on
th
e
p
u
b
lic

b
lockch

ain
is

p
u
b
licly

view
ab

le
from

th
e

factory
contract’s

ad
d
ress,

e.g.
via

E
th
erscan

. 6

L
a
t
e
n
c
y
.
W
e
m
easu

re
laten

cy
as

th
e
tim

e
taken

from
w
h
en

th
e
trigger

receives
an

A
P
I
call

u
n
til

it
sen

d
s
th
e
resp

on
se

w
ith

con
form

an
ce

ou
tcom

e,
tran

saction
h
ash

,
b
lo
ck

n
u
m
b
er,

etc.
A

test
scrip

t
iterates

over
th
e
even

ts
in

a
trace

an
d

sy
n
ch
ron

ou
sly

calls
th
e
trigger

for
each

even
t.

T
h
erefore,

th
e
test

scrip
t
sen

d
s

th
e
n
ex
t
req

u
est

very
so
on

after
receiv

in
g
a
resp

on
se.

T
h
is

d
istorts

th
e
laten

cy
m
easu

rem
en
t
to

a
d
egree,

sin
ce

th
e
trigger

ad
d
s
th
e
n
ex
t
tran

saction
to

th
e

tran
saction

p
o
ol

ju
st

after
th
e
p
rev

iou
s
b
lo
ck

h
as

b
een

m
in
ed

,
an

d
it

n
eed

s
to

w
ait

th
ere

u
n
til

m
in
in
g
for

th
e
b
lo
ck

after
th
e
cu

rren
t
on

e
is

started
.
O
u
r

m
easu

rem
ents

sh
ou

ld
thu

s
b
e
regard

ed
as

an
u
p
p
er

b
ou

n
d
,
rath

er
th
an

th
e
typ

ical
case.

A
m
ore

d
etailed

exp
lan

ation
is

given
in

th
e
tech

n
ical

rep
ort

[23].
A
n
overview

of
th
e
laten

cy
m
easu

rem
ents

is
sh
ow

n
in

F
ig.

5. 7
T
h
e
d
u
ration

for
a
b
lo
ck

to
b
e
m
in
ed

com
es

from
th
e
com

p
lex

ity
of

th
e
m
in
in
g
task

,
w
h
ich

is
d
elib

erately
d
esign

ed
to

b
e
com

p
u
tation

ally
h
ard

.
O
n
th
e
p
u
b
lic

E
th
ereu

m
b
lockch

ain
,
th
e
ta
r
g
e
t
m
e
d
ia
n
tim

e
b
etw

een
b
locks

at
th
e
tim

e
of

w
ritin

g
is
set

to
arou

n
d
13s,

w
ith

th
e
actu

al
tim

e
m
easu

red
at

14.4s.
O
n
ou

r
p
rivate

b
lockch

ain
,

w
e
can

con
trol

th
e
com

p
lex

ity
m
ech

an
ism

to
in
crease

m
in
in
g
tim

e
(sh

ow
n
as

P
r
iv
a
te

fa
s
t
in

F
ig.

5)
or

leave
th
e
d
efau

lt
im

p
lem

en
tation

in
p
lace

(
P
r
iv
a
te

u
n
c
o
n
tr
o
lle
d
).

A
s
can

b
e
seen

,
th
e
varian

ce
is

h
igh

.
O
n
th
e
p
u
b
lic

E
th
ereu

m
b
lockch

ain
,
th
e
m
ed
ian

laten
cy

w
as

23.0s.
In

ou
r
p
r
iv
a
te

fa
s
t
settin

g
w
e
ach

ieved
a

m
ed
ian

laten
cy

of
2.8s,

w
h
ich

sh
ou

ld
b
e
su
�
cient

for
m
any

p
ractical

d
ep
loym

ents.
F
or

any
ap

p
lication

,
th
is
tr
a
d
e
o
↵

n
eed

s
to

b
e
con

sid
ered

:
p
u
b
lic

b
lockch

ain
s
o↵

er
m
u
ch

h
igh

er
tru

stw
orth

in
ess

in
retu

rn
for

h
igh

er
cost

an
d
laten

cy.

4
.5

D
is
c
u
s
s
io
n

C
o
n
fl
ic
t
r
e
s
o
lu
t
io
n
.
F
ollow

in
g
u
p
on

th
e
c
o
n
fl
ic
t
e
x
a
m
p
le

from
S
ection

2.1,
w
e

d
iscu

ss
h
ow

con
fl
ict

resolu
tion

can
b
e
im

p
lem

ented
in

ou
r
ap

p
roach

.
R
ecall

th
at

th
ere

w
as

d
isagreem

en
t
ab

ou
t
th
e
am

ou
n
t
of

su
p
p
lies

ord
ered

.
T
h
e
b
lo
ckch

ain
in
h
eren

tly
p
rov

id
es

an
im

m
u
tab

le
au

d
it

trail,
th
u
s
it

is
triv

ial
to

rev
iew

th
e

origin
al

ord
er

an
d
w
ayb

ill
m
essages

–
th
e
cu
lp
rit

can
b
e
id
entifi

ed
th
rou

gh
su
ch

in
sp
ection

.
S
ay,

th
e
S
u
p
p
lier

w
as

at
fau

lt,
b
u
t
th
e
M
anu

factu
rer

p
aid

cryp
to-coin

s
into

escrow
–
h
ow

d
oes

it
get

its
m
on

ey
b
ack?

T
h
e
con

d
ition

s
for

reim
b
u
rsem

ent
from

escrow
n
eed

to
b
e
sp
ecifi

ed
in

th
e
sm

art
con

tract,
b
u
t
th
en

th
ey

can
b
e

in
voked

at
a
later

tim
e.

F
or

in
stan

ce,
th
e
p
articip

an
ts

m
ay

agree
u
p
fron

t
th
at

th
e
M
an

u
factu

rer
gets

reim
b
u
rsed

on
ly

if
th
e
M
id
d
lem

an
agrees

to
th
at;

th
en

th
e
M
id
d
lem

an
sen

d
s
a
tran

saction
to

th
at

e↵
ect,

an
d
th
e
M
anu

factu
rer’s

m
on

ey
is

tran
sferred

b
ack

to
its

accou
nt.

T
r
u
s
t
.
B
lockch

ain
p
rovid

es
a
tru

stw
orthy

environ
m
ent,

w
ith

ou
t
requ

irin
g
tru

st
in

any
sin

gle
entity.

In
contrast,

in
th
e
trad

ition
al

m
od

el
p
articip

ants
w
h
o
d
o
n
ot

tru
st

each
oth

er
n
eed

to
agree

on
a
th
ird

p
arty

w
h
ich

is
tru

sted
by

all.
B
lockch

ain
can

rep
lace

th
is

tru
sted

th
ird

p
arty.

T
h
is

is
of

p
articu

lar
in
terest

in
cases

of

6
h
t
t
p
s
:
/
/
e
t
h
e
r
s
c
a
n
.
i
o
/
a
d
d
r
e
s
s
/
0
x
0
9
8
9
0
f
5
2
c
d
d
5
d
0
7
4
3
c
7
d
1
3
a
b
e
4
8
1
e
7
0
5
a
2
7
0
6
3
8
4

7
N
ote

th
at,

in
stead

of
th
e
ty
p
ical

error
b
ars

w
ith

m
in

an
d
m
a
x
in

b
ox

p
lots,

w
e
h
ere

sh
ow

th
e
1st

an
d
th
e
99th

p
ercen

tile,
to

red
u
ce

th
e
e↵

ect
of

th
e
w
orst

ou
tliers.

F
or

P
r
iv
a
te

u
n
c
o
n
tr
o
lle
d,

th
e
m
a
x
w
as

183s
–
alm

ost
tw

ice
as

m
u
ch

as
th
e
99th

p
ercen

tile.



14
W
eb

er,
X
u
,
R
iveret,

G
overn

atori,
P
on

om
arev

,
an

d
M
en

d
lin

g

0 10 20 30 40 50 60 70 80 90

100
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Private uncontrolled

Public Ethereum

Latency (seconds)

Blockchain variant

F
igu

re
5:

L
aten

cy
in

secon
d
s,

u
sin

g
p
rivate

b
lockch

ain
w
ith

/
w
ith

ou
t
sp
eed

m
od

ifi
cation

,
an

d
p
u
b
lic

E
th
ereu

m
b
lockch

ain
(b
ox

p
lot)

co
op

etition
.
If

m
u
ltip

le
p
arties

com
e
togeth

er
to

ach
ieve

a
join

t
b
u
sin

ess
goal,

b
u
t
som

e
of

th
e
organ

ization
s
are

in
coop

etition
,
it

is
im

p
ortant

th
at

th
e
entity

w
h
ich

execu
tes

th
e
joint

b
u
sin

ess
p
rocess

is
n
eu

tral.
S
ay,

O
r
g
1,

O
r
g
2,

an
d
O
r
g
3

are
in

co
op

etition
,
b
u
t
w
an

t
to

h
ave

a
join

t
p
ro
cess

to
ach

ieve
som

e
b
u
sin

ess
goal.

H
ow

ever,
O
r
g
1
w
ou

ld
n
ot

accep
t
O
r
g
2
or

O
r
g
3
to

control
th
e
p
rocess,

an
d

n
eith

er
of

th
ose

w
ou

ld
accep

t
O
r
g
1.

U
sin

g
ou

r
ap

p
roach

,
th
e
b
lockch

ain
can

b
e

u
sed

,
en
ab

lin
g
tru

stless
collab

oration
as

it
is
n
ot

controlled
by

a
sin

gle
entity.

O
u
r

tran
slator

allow
s
th
e
d
ep

loy
m
en
t
of

b
u
sin

ess
p
ro
cesses

on
b
lo
ckch

ain
n
etw

ork
w
ith

ou
t
th
e
n
eed

to
m
anu

ally
im

p
lem

ent
th
e
corresp

on
d
in
g
sm

art
contract.

T
r
u
s
t

in
th
e
d
e
p
lo
y
e
d
b
y
te
c
o
d
e
for

a
p
rocess

is
estab

lish
ed

as
follow

s:
each

p
articip

ant
h
as

access
to

th
e
p
rocess

m
od

el,
tran

slates
it
to

S
olid

ity
w
ith

ou
r
tran

slator,
an

d
u
ses

an
agreed

-u
p
on

S
olid

ity
com

p
iler.

T
h
is

resu
lts

in
th
e
sam

e
b
y
teco

d
e,

an
d

each
p
articip

ant
can

verify
th
at

th
e
d
ep
loyed

bytecod
e
h
as

n
ot

b
een

m
an

ip
u
lated

.
F
in
ally,

th
e
tr
ig
g
e
r
allow

s
for

seam
less

in
tegration

in
to

serv
ice-b

ased
m
essage

ex
ch
an

ges.
H
ow

ever,
each

trigger
is

a
fu
lly

tru
sted

p
arty,

an
d
b
y
d
efau

lt
w
e

assu
m
e
each

organ
ization

h
osts

th
eir

ow
n
trigger.

P
r
iv
a
c
y
.
P
u
b
lic

b
lo
ckch

ain
s
d
o
n
ot

gu
aran

tee
an

y
d
ata

p
rivacy

:
an

yon
e
can

join
a
p
u
b
lic

b
lo
ckch

ain
n
etw

ork
w
ith

ou
t
p
erm

ission
,
an

d
in
form

ation
on

th
e

b
lo
ckch

ain
is

p
u
b
lic.

T
h
u
s,

for
scen

arios
like

collab
orative

p
ro
cess

ex
ecu

tion
,
a

p
erm

ission
ed

b
lo
ckch

ain
m
ay

b
e
m
ore

ap
p
rop

riate:
join

in
g
it

req
u
ires

ex
p
licit

p
erm

ission
.
E
ven

w
ith

p
erm

ission
m
an

agem
ent,

th
e
in
form

ation
on

b
lockch

ain
is

still
availab

le
to

all
th
e
p
articip

ants
of

th
e
b
lockch

ain
n
etw

ork.
W

h
ile

w
e
p
rop

ose
a
m
eth

od
to

en
cryp

t
th
e
d
ata

p
ayload

of
m
essages,

th
e
p
rocess

statu
s
in
form

ation
is

p
u
b
licly

availab
le.

A
s
su
ch
,
if
O
r
g
1
’s

com
p
etitor,

O
r
g
4,

kn
ow

s
w
h
ich

accou
nt

ad
d
ress

b
elon

gs
to

w
h
ich

p
articip

an
t,

it
can

in
fer

w
ith

w
h
om

O
r
g
1

is
d
oin

g
b
u
sin

ess
an

d
h
ow

freq
u
en
tly.

T
h
is

can
b
e
m
itigated

b
y
creatin

g
a
n
ew

accou
n
t

ad
d
ress

for
each

p
ro
cess

in
stan

ce:
th
e
sp
ace

of
ad

d
resses

is
h
u
ge,

an
d
accou

n
t

creation
trivial.

H
ow

ever,
th
is

m
eth

od
p
revents

b
u
ild

in
g
a
rep

u
tation

,
at

least
on

th
e
b
lockch

ain
.



U
n
tru

sted
B
u
sin

ess
P
ro
cess

M
on

itorin
g
an

d
E
x
ecu

tion
U
sin

g
B
lo
ckch

ain
15

O
↵
-
c
h
a
in

d
a
t
a
S
t
o
r
e
.
F
or

large
d
ata

p
ayload

s,
w
e
p
rop

ose
to

store
on

ly
m
eta-

d
ata

w
ith

a
U
R
I
on

-ch
ain

,
an

d
to

keep
th
e
actu

al
p
ayload

o↵
-ch

ain
–
accessib

le
w
ith

th
e
U
R
I.
D
u
e
to

size
lim

its
for

d
ata

storage
on

cu
rrent

b
lockch

ain
s
[14]

an
d

asso
ciated

costs,
th
is

solu
tion

can
b
e
h
igh

ly
ad

van
tageou

s.
T
h
ere

are
ex
istin

g
solu

tion
s
th
at

p
rov

id
e
a
d
ata

layer
on

top
of

b
lo
ckch

ain
s,

su
ch

as
F
actom

[14].
D
istrib

u
ted

d
ata

storage,
like

IP
F
S
,
D
H
T

(D
istrib

u
ted

H
ash

T
ab

le),
or

A
W

S
S
3,

can
also

b
e
u
sed

in
com

b
in
ation

w
ith

th
e
b
lo
ckch

ain
to

b
u
ild

d
ecen

tralized
ap

p
lication

s.

T
h
r
e
a
t
s
t
o
V
a
lid

it
y
.
T
h
ere

are
several

lim
itation

s
to

ou
r
stu

d
y.

T
o
start,

w
e

m
ad

e
som

e
assu

m
p
tion

s
w
h
en

im
p
lem

entin
g
ou

r
evalu

ation
scen

ario,
w
h
ich

b
ear

th
reats

to
valid

ity.
F
irst,

w
e
con

sid
ered

a
su
p
p
ly

ch
ain

scen
ario

in
w
h
ich

secon
d
s

of
laten

cy
are

typ
ically

n
ot

an
issu

e.
W
e
exp

ect
th
at

scen
arios

in
oth

er
in
d
u
stries,

su
ch

as
au

tom
atic

fi
n
an

cial
trad

in
g,

w
ou

ld
h
ave

stron
ger

requ
irem

ents
in

term
s
of

laten
cy,

w
h
ich

cou
ld

lim
it

th
e
ap

p
licab

ility
of

ou
r
tech

n
iqu

e.
S
econ

d
,
w
e
w
orked

w
ith

a
n
etw

ork
of

lim
ited

size.
A

glob
al

n
etw

ork
m
ight

h
ave

stron
ger

requ
irem

ents
in

term
s
of

m
in
im

al
b
lo
ck
-to-b

lo
ck

laten
cy

to
en
su
re

correct
rep

lication
.
T
h
ese

th
reats

em
p
h
asize

th
e
n
eed

to
con

d
u
ct

fu
rth

er
ap

p
lication

stu
d
ies

in
d
i↵
eren

t
settin

gs.
F
u
rth

erm
ore,

th
ere

are
op

en
qu

estion
s
regard

in
g
tech

n
ology

accep
tan

ce,
in
clu

d
in
g
m
an

agem
ent

p
ercep

tion
an

d
legal

issu
es

of
u
sin

g
b
lockch

ain
tech

n
ology.

5
C
o
n
clu

sio
n

C
ollab

orative
p
rocess

execu
tion

is
p
rob

lem
atic

if
th
e
p
articip

ants
involved

h
ave

a
lack

of
tru

st
in

each
oth

er.
In

th
is
p
ap

er,
w
e
p
rop

ose
th
e
u
se

of
b
lockch

ain
an

d
its

sm
art

contracts
to

circu
m
vent

th
e
trad

ition
al

n
eed

for
a
centralized

tru
sted

p
arty

in
a
collab

orative
p
ro
cess

ex
ecu

tion
.
F
irst,

w
e
d
ev
ise

a
tran

slator
to

tran
slate

p
rocess

sp
ecifi

cation
s
into

sm
art

contracts
th
at

can
b
e
execu

ted
on

a
b
lockch

ain
.

S
econ

d
,
w
e
u
tilize

th
e
com

p
u
tation

al
in
frastru

ctu
re

of
b
lockch

ain
to

coord
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