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LEARNING GOALS

Explain the relationship between the key technological constructs of
the blockchain and the security issues:

ﬁ"w‘f—%
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Recognize blockchain-specific technical features (the key [?-’f @
blockchain components). @

Introduce important terminology on information systems @
security.

\\;§° management. o 3
Recognize the essential security issues in the deployment of Og$ $Méé?f
Information systems. A

Explain what security methods are used to tackle the existing
security issues in blockchain.
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O§ How can blockchain improve data management and
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Whatis blockchain role in enabling business development
and innovation?

KA2 - Cooperation for Innovation and the Exchange of Good Practice Strategic Partnerships for higher Education 2018, no. 2018-1-LT01-KA203-
047044

Disclaimer: The European Commission support for the production of this publication does not constitute an endorsement of the contents which
reflects the views only of the authors, the Commission and the NA DAAD cannot be held responsible for any use which may be made of the
information contained therein

Erasmus+



PO

BLockNET

QUIZ:

Follow the link to the quiz

Moodle block “Blockchain components and
security methods"

Quiz #1 “The opening quiz”
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THINK!I' [MPORTANT FACTS

The choice of the right/appropriate technology to support business process is a key to
business success or failure.

Scholars and practitioners still lack systematic and reliable information on the blockchain

technology, and the specificities of tasks related to the implementation projects involving
blockchain.

The lack of information and understanding about the technology is believed to be one of the
reasons for the reported failure rate of 92,5 percent for blockchain projects (Forbes, 2019).

Future blockchain professionals should have basic understanding how to connect the
technical, business, legal and other aspects of this technology in a meaningful way.
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LEARNING GOALS

Explain the relationship between the key technological constructs of
the blockchain and the security issues:

1. Recognize blockchain-specific technical features (the key f B\
blockchain components). @

2. Introduce important terminology on information systems ﬁ
security.

3. Recognize the essential security issues in the deployment of
Information systems.

4. Explain what security methods are used to tackle the existing
security issues in blockchain.

KA2 - Cooperation for Innovation and the Exchange of Good Practice Strategic Partnerships for higher Education 2018, no. 2018-1-LT01-KA203-
047044

Disclaimer: The European Commission support for the production of this publication does not constitute an endorsement of the contents which
reflects the views only of the authors, the Commission and the NA DAAD cannot be held responsible for any use which may be made of the
information contained therein.

Erasmus+ 7



PO

BLockNET

BLOCKCHAIN-SPECIFIC TECHNICAL
FEATURES

Those features make blockchain different from “traditional” business information
systems:

Blockchain is based on peer-to-peer (P2P) distributed network, whereas most
traditional business systems deploy client-server architecture.

Trust and integrity of data is dependent not on a trusted authority as it is in a
traditional business, but on the use of algorithms and cryptographic methods in a
distributed network.

Automation of transactions is established with the use of “smart contracts”. While
there is nothing new or distinctive in the use of “smart contracts™ per se, in

combination with features 1. and 2. above some features of smart contracts In
blockchain should be reviewed.
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KEY BLOCKCHAIN COMPONENTS:
SMART CONTRACTS

Blockchain technology provides a platform for running

smart contracts. Watch a video: 04:16 min
Smart contracts

Smart contracts are automated, autonomous
programs that reside on the blockchain network and
encapsulate the business logic and code needed to
execute a required function when certain conditions
are met.

For example, think about an insurance contract hips://youtube/ZE2HXTmxir
where a claim is paid to the traveller if the flight is

cancelled.
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SMART CONTRACTS:

THE TECHNOLOGY PERSPECTIVE

... In other words, they are little
programs that execute “if this
happens then do that”, run and
verified by many computers to ensure
trustworthiness.

CONTRACT

However, smartcontracts doNOT havethe
samelegalvalue as regularbusiness
contracts.
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In the context of blockchains and cryptocurrencies,
smart contracts are:

Pre-written logic (computer code);

Stored and replicated on a distributed storage
platform (e.g. a blockchain);

Executed / run by a network of computers (usually
the same ones running the blockchain);

Can result in ledger updates (cryptocurrency
payments, etc).
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SMART CONTRACTS AROUND US

Smart contracts are automated, autonomous programs that encapsulate the business logic and
code needed to execute a required function when certain conditions are met.

Given the definition of a smart contract, discuss whether or not the following
examples are examples of the use of smart contracts:

Withdrawing money from ATM,;
Buying soda from a soda dispenser,
Paying for a car wash service at automatic car wash facility;

Exchanging currency at the currency exchange teller machine at
an airport.

What will your actions be if you do not receive the product or services you paid for in

the examples above? That would establish the case of repudiation - refusal to fulfil
or discharge an agreement.
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SMART CONTRACTS:
THE BUSINESS PERSPECTIVE

The immutability and lack of recourse options make smart contracts
Inappropriate for use as legal contracts as defined by traditional
legislative standards.

The immutability of a “smart contract” can cause significant issues if the
computer program representing the contract Is faulty or
malfunctions, as occurred in the case of “The DAO”, where substantial
financial loss was incurred.
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SMART CONTRACTS:
THE BUSINESS PERSPECTIVE

For smart contracts to become a viable commercial tool, they must be not
only technically but also legally enforceable.

The trustless and incorruptible character of the blockchain is of limited
significance If the code of the smart contract executes outside of the
blockchain and if self-enforcement is incapable of protecting the parties from
the risk of computer errors or from the possibility of changed circumstances.

The parties to a smart contract must retain the ability to rely on traditional
legal protections. Such protections are, however, only reserved to those
relationships that carry the indicia of a contract.
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BLOCKCHAIN-SPECIFIC TECHNICAL
FEATURES

Those features make blockchain different from “traditional” business information
systems:

1. Blockchain is based on peer-to-peer (P2P) distributed network, whereas most
traditional business systems deploy client-server architecture.

2. Trust and integrity of data is dependent not on a trusted authority as it is in a
traditional business, but on the use of algorithms and cryptographic methods in a
distributed network.

3. Automation of transactions is established with the use of “smart contracts”. While
there is nothing new or distinctive in the use of “smart contracts” per se, In

combination with features 1. and 2. above some features of smart contracts In
blockchain should be reviewed.
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BLOCKCHAIN-SPECIFIC TECH FEATURES:
DISTRIBUTED P2P NETWORK

The backbone of blockchain methodology is formed by peer-
to-peer (P2P) network architecture.

This policy authorizes us to remove the dependency on a
central decision-making source called a server.

The user has to completely trust networks and hope they
don’'t have a back door to quietly read or manipulate the
reports.

The nodes comprising computers, routers, etc., interact and
share data directly with one another; thus, distributing all the
data across all nodes in the grid rather than using a server.

All the nodes in the network will have a copy of the
blockchain.
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Centralized

CENTRALIZED VS. DISTRIBUTED
NETWORKS

The peer-to-peer network enables us to efficiently solve the obstacles faced in
client-server architecture, i.e., single source of failure and scalability

Client-Server Architecture

P2P Architecture

The Server acts as the master and client as a slave

Peers are treated as nodes with equal capability

Adopted 1n small and large companies

Normally adopted small companies

Easy to set up and manage

Hard to set up and manage

Software installation is done on the server and it is accessed
by the clients

Software 1nstallation is done on all the nodes and accessed by
the nodes itself

Ex: Instagram

Ex: BitTorrent
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BLOCKCHAIN-SPECIFIC TECHNICAL
FEATURES

Those features make blockchain different from “traditional” business information
systems:

Blockchain is based on peer-to-peer (P2P) distributed network, whereas most
traditional business systems deploy client-server architecture.

Trust and integrity of data is dependent not on a trusted authority as it is in a
traditional business, but on the use of algorithms and cryptographic methods in a
distributed network.

Automation of transactions is established with the use of “smart contracts”. While
there is nothing new or distinctive in the use of “smart contracts” per se, In
combination with features 1. and 2. above some features of smart contracts in
blockchain should be reviewed.
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Explain the relationship between the key technological constructs of
the blockchain and the security issues:

1. Recognize blockchain-specific technical features (the key B
blockchain components). @

2. Recognize the essential security issues in the deployment { ;
of information systems. . G§
W, mqnqgernenh Uy

7o S

3. Introduce important terminology on information systems \8‘$$s°°°e
security.

4. Explain what security methods are used to tackle the existing
security issues in blockchain.
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THREE ESSENTIAL SECURITY ISSUES FOR
BUSINESS INFORMATION SYSTEMS

In developing and maintaining any (business) information system the same
security questions have to be addressed:

How to ensure the identity of the sender and recipient of
data/information is authentic/valid? This problem is referred to as

entity authentication. [gga\i=lgig{elfe [l 101 l=Xelg e]1a

How to ensure that the request of the sender (or the response of the
recipient) has not been forged? This problem is referred to as data

origin authentication. [ggS=lg (ol fe I AV s R =R =TT

How to ensure that data or business terms are kept in the system
without allowing unauthorized modification? This problem is referred
to as integrity and non-repudiation. |gESVEINISReIgel=Io 1R I
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Watch the video (05:30 min)
Security issues in P2P networks

https://youtu.be/2sPpuMcISQU
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ESSENTIAL SECURITY ISSUES IN
INFORMATION SYSTEMS

In developing and maintaining any (business) information system three essential security
guestions have to be addressed:

1. How to ensure the identity of the sender and recipient of
data/information is authentic/valid? l.e.,

at the origin?

The simplest example here is authentication we are used to in a form of “log-ins” - e.g., you

have to enter your user name and password to to be allowed using an information system or a
device: your Moodle account, your iPhone, e-banking, etc.
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ESSENTIAL SECURITY ISSUES:
PREVENT FORGERY AT THE ORIGIN

1: How to ensure the identity of the sender and recipient of data/information is authentic/valid? l.e.,

how to prevent forgery at the origin?

In May 1803, as Britain was preparing to end the Treaty of Amiens
and declare war on France, a letter was hand delivered to Sir
Charles Price, the Lord Mayor of London at the Mansion-house.
Allegedly written by Lord Hawkesbury, and sealed with his personal
seal, the letter claimed that the dispute with France was amicably
settled. The Mayor at once took the letter to the Stock Exchange to
share the joyous news. Stocks immediately rose 5 per cent. By the
time when it was determined that the letter was indeed a forgery,
many stocks had changed hands at inflated rates and the
Committee of the Stock Exchange called for reports from the
Brokers, to determine who might have gained from the fraudulent
letter. https://www.thesocialhistorian.com/fake-news/
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IMPORTANT TERMINOLOGY:
ENTITY AUTHENTICATION

Authentication provides assurance about the identity of an entity or the
validity of a message.

Entity authentication is the assurance that an entity is currently involved
and active in a communication session.

Traditionally, users are issued a username and password that is used to
gain access to the various platforms with which they are working. This
practice is known as single-factor authentication, as there is only one factor
iInvolved, namely, something you know, that is, the password and username.
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ESSENTIAL SECURITY ISSUES IN
INFORMATION SYSTEMS

In developing and maintaining any (business) information

system three essential security questions have to be addressed: Watch a video: 04:40 min
Symmetric and asymmetric
2. How to ensure that the request of the sender encryption

(or the response of the recipient)
hasn’t been forged? l.e.

how to prevent forgery while in the transit?

Think of this as receiving news from a well known or unknown
source. Which one will you trust more?

A (digital) signature is the most common method of ensuring https://youtu.be/AQDCe585Lnc
the authenticity of the data origin.
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ESSENTIAL SECURITY ISSUES:
PREVENT FORGERY WHILE IN TRANSIT

2: How to ensure that the request of the sender (or the response of the recipient)

hasn’t been forged? l.e., gl ARG oI fe IRV I CRIIR G R e 0 F 1%

In the work of Alexadre Dumas “The count of Monte Cristo”, Monte
Cristo bribes the telegraph operator to send a message he has
prepared to the ministry of the interior. As soon as the message
arrives at the ministry, Debray rushes to Madame Danglars and tells
her he's learned there is political trouble in Spain. He advises that
her husband should sell all his Spanish government bonds.
Danglars sells the bonds at a loss. But the next day, the report about
Spain is determined to be false due to a misread telegraph signal.
Spanish stocks double in value, and Danglars loses a million francs.
https://www.coursehero.com/lit/The-Count-of-Monte-Cristo/chapters-
60-61-summary/
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IMPORTANT TERMINOLOGY:
DATA ORIGIN AUTHENTICATION

Authentication provides assurance about the identity of an entity or
the validity of a message.

Data origin authentication, also known as message authentication,
IS an assurance that the source of the information Is indeed verified.

Asymmetric cryptography refers to a type of cryptography where the
key that is used to encrypt the data is different from the key that is
used to decrypt the data. This Is also known as public key
cryptography. It uses both public and private keys to encrypt and
decrypt data, respectively.

047044
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ESSENTIAL SECURITY ISSUES IN
INFORMATION SYSTEMS

In developing and maintaining any (business) information system three
essential security questions have to be addressed:

3: How to ensure that data or business terms are kept in the system
without allowing unauthorized modification or without allowing the

authorized users deny their business commitments? l.e.,
how to prevent forgery at the destination?

Two IS security concepts are relevant in addressing this question: integrity
and non-repudiation.

Bl Crasmus+
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ESSENTIAL SECURITY ISSUES:
PREVENT FORGERY AT THE DESTINATION

3: How to ensure that data or business terms are kept in the system without allowing unauthorized modification or
without allowing the authorized users deny their business commitments? l.e.,

how to prevent forgery at the destination?

Yves Chaudron is best known for his involvement in the infamous
art theft of the Mona Lisa in 1911. The plan was concocted with
Italian patriot Vincenzo Peruggia, who wanted to restore it to Italy.
He made six copies of the painting whilst its location was still
unknown and sold each of them to American buyers. With each
painting worth $330,000, he made off with a pretty penny.
https://www.sleek-mag.com/article/art-forgers/
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Explain the relationship between the key technological constructs of Smﬂg,\
the blockchain and the security issues: ﬁ = %

1.
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Recognize blockchain-specific technical features (the key @ﬂ §"
blockchain components). @ ]

Recognize the essential security issues in the deployment of {

information systems. \ / - 0
\*‘° mqnqgernenh Nl

Introduce Iimportant terminology on information systems x$$s\>‘-@ N
security

Explain what security methods are used to tackle the
existing security issuesin blockchain.

KA2 - Cooperation for Innovation and the Exchange of Good Practice Strategic Partnerships for higher Education 2018, no. 2018-1-LT01-KA203-
047044

Disclaimer: The European Commission support for the production of this publication does not constitute an endorsement of the contents which
reflects the views only of the authors, the Commission and the NA DAAD cannot be held responsible for any use which may be made of the
information contained therein.

M Erasmus+

28



-

BLockNET

INTEGRITY AND NON-REPUDIATION

How to ensure that data or business terms are kept in the system without allowing unauthorized modification
or without allowing the authorized users deny their business commitments?

In traditional bilateral or centralized 1S the questions of integrity and non-repudiation are taken
care of by one or more business or legal entities — e.g., a bank, or a stock-exchange, etc.

For example, a bank will invest in the security of its systems, making sure all financial information
IS kept safe, without allowing unauthorized modifications to your bank account. The bank will also
make sure you can not deny having withdrawn money from ATM — the non-repudiation in this
case will be ensured by a combination of different methods: the fact that you used a PIN code
which is known only to you (single factor entity authentication); the video recording from a camera
in the ATM; and the business laws which protect the bank from malicious acts of customers.

If two business partners cannot come to an agreement on whether or not a certain transaction
does not fulfil the requirements / rules of the business terms previously agreed upon by those
partners, they will ask an arbitrage (another business partner or a court) to rule out the case.
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IMPORTANT TERMINOLOGY:
INTEGRITY AND NON-REPUDIATION

Non-repudiation is the assurance that an entity cannot deny a

previous commitment or action by providing incontrovertible evidence. Watch a video: watch first 02:31 min

It is a security service that offers definitive proof that a particular  INt€grity & non-repudiation

activity has occurred.

This property is essential in debatable situations whereby an entity has
denied the actions performed, for example, placement of an order on
an e-commerce system.

To ensure non-repudiation is: this service produces cryptographic
evidence in electronic transactions so that in case of disputes, it can be

. : . https://youtu.be/4Aw2MTKx4d6A
used as a confirmation of an action.

Integrity is the assurance that information is modifiable only by
authorized entities.
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BLOCKCHAIN-SPECIFIC SECURITY ISSUES

Blockchain is a distributed peer-to-peer (P2P) network, which has no
centralized authority to maintain trust and security. Therefore, the trust and
security mechanisms must be “built in” the network and its operation.

With no centralized server nor authority, how can we ensure data integrity and
non-repudiation of transactions? l.e., how can we maintain the requirement
that all the nodes in the network have the same copy of the blockchain?
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BLOCKCHAIN-SPECIFIC TECH FEATURES:
WHAT MANAGERS MUST KNOW

A choice of appropriate blockchain technology requires managers to understand how a
blockchain validates transactions and creates and adds blocks to grow the blockchain.

Blockchain nodes are either:
Miners who create new blocks and mint cryptocurrency (coins);
Block signers who validate and digitally sign the transactions.

Transaction verification: Any transactions posted from the nodes on the blockchain are
verified based on a predetermined set of rules. Only valid transactions are selected for
Inclusion in a block.

A critical decision that every blockchain network has to make is to figure out that which
node will append the next block to the blockchain.

This decisionis made using a consensus mechanism.
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HOW TRANSACTIONS ARE CREATED AND

VALIDATED IN BLOCKCHAIN

If the signed transaction is properly formed, valid and complete, it is included in a block, which
IS then propagated onto the network. At this point, the transaction is considered confirmed.

The newly-created block now becomes part of the ledger, and the next block links itself
cryptographically back to this block. This link is a hash pointer. At this stage, the transaction gets
its second confirmation and the block gets its first confirmation.

Link to Block #0

Link to Block #1

Link to Block #n-1

(Header)

Block
#0
(Genesis)

e
(Header)

Block
#1

Ly

o
(Header)

Block
#2

4

Header

Block
#n

4

Transactions are then reconfirmed every time a new block is created. For example, in the
Bitcoin network six confirmations are required to consider the transaction final.
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BLOCKCHAIN-SPECIFIC SECURITY ISSUES

i " : Watch a video: 03:54 min
With no centralized server nor authority, how can we | = e mochanisms

ensure data integrity and non-repudiation of

transactions? l.e., how can we maintain the ® e
requirement that all the nodes in the network have
in?
the same COpy Of the bIOCkChaln ) https://youtu.be/dylowcPH4EA
Blockchain consensus protocol creates an Watch a video: 04:00 min
. . . Blockchain consensus mechanisms:
Indisputable system of understanding between POW P0S. POA

various nodes across a distributed network.

@ e
This permits us to keep all the nodes on the grid

synchronized with one another.

httDS /lyoutu. be/olebN78WFO
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BLOCKCHAIN CONSENSUS MECHANISMS

There are two main categories of consensus mechanisms in blockchains:

Proof-based, leader-election lottery based, or the Nakamoto consensus whereby a leader is
elected at random (using an algorithm) and proposes a final value.

This category is also referred to as the fully decentralized or
permissionless type of consensus mechanism. This type is well used in the
Bitcoin and Ethereum blockchain in the form of a Proof of Work (PoW)
mechanism.

Byzantine Fault Tolerance (BFT)-based is a more traditional approach based on rounds of

votes. This class of consensus is also known as the consortium or permissioned type of
consensus mechanism.

BFT-based consensus mechanisms perform well when there are a limited number of nodes, but they

do not scale well. On the other hand, leader-election lottery based (PoW) type consensus
mechanisms scale very well but perform very slowly.
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CONSENSUS MECHANISMS

Public blockchains underlie the vast majority of cryptocurrency-based
platforms, such as Bitcoin, Ethereum, and Litecoin. These types of
blockchains are permissionless, decentralized computing architectures
open to the public and maintained by arbitrary users who possess
Internet access.

Anyone with Internet access can participate in the exchange of digital assets
In these (public blockchain) platforms.
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CONSENSUS MECHANISMS

Public blockchains must guarantee that the shared ledger of transactions always
provides the same snapshot to whoever accesses the chain at a given time to
avoid incurring large volumes of digital asset exchanges.

As a result, public blockchains typically implement the most robust mechanisms to
reach consensus in highly decentralized global networks.

These mechanisms may be more time consuming than others used in
permissioned blockchains, but they more resilient to attacks from (minority) rogue
players.

Transactions in public ledgers are therefore immutable and transparent.
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The first information report (FIR) is the written document maintained by the police de-
MIN |_C AS [E: partment that has the information collected about any criminal offense. It is generally a
complaint lodged with the police by the victim of a cognizable offense or by someone on
F I RST his or her behalf, but anyone can make such a report either orally or in writing to the po-
lice, after which an investigation is started by the police. The person giving information
I N FO R M ATIO N has the right to see what is being mentioned and has to affix his signature to it, stating it’s
R E PO RT (F I R) correct. The existing system is handwritten, time-consuming and less secure; and there is
no way to track if events are being recorded properly. The FIR acts as sensitive data and
provides clues for the investigation. Thus, the data stored must be secured and should not
be tampered with or influenced by external pressure once the report is written. The FIR
details are stored in a ledger where they can be manipulated. So, to mitigate this we can use
blockchain technology once the data is stored in a block since it has its hash value and it is
linked. Whenever anybody tries to change even a small character or even a space the hash
value immediately changes due to the avalanche effect and hence indicates that data has
been tampered with. This provides high security of data and eliminates the manipulation
of information. The person who provided the information can keep track of it by using the
hash value that is generated when the data block is added. The advantages of the FIR is
that it reduces cost and time, eliminates manual errors, and online information can be seen
by anybody. The FIR consists of information like place, time, date, and detailed descrip-
tions, all of which are stored in a block of the blockchain and the hash value is given to the
user to check whether the details are provided correctly and to make sure no information is
misinterpreted. Thus, by using blockchain technology a major problem is solved and data
integrity is ensured.
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WHAT A MANAGER MUST KNOW
ABOUT CONSENSUS MECHANISMS

The choice of the right/appropriate technology to support business process is a key to
business success or failure.
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PROOF OF WORK (POW)

With PoW, as new, unverified transactions become
available or broadcast to the entire blockchain network,
each node that maintains a copy of the ledger (also
known as a “miner”) verifies a set of those transactions
by balancing the incoming and outgoing digital assets
with previously validated transactions to prevent so
called “double spending”.

The miner next groups validated transactions into a
tentative block. Each miner then competes in solving a
computationally expensive algorithmic “puzzle” to
ensure that their block is valid and that it follows in
sequence from the last block in the current chain. Only
the winner with a correct answer is privileged to append
their block of transactions to the shared ledger and
gains a mining reward in cryptocurrency (e.g., Bitcoins).
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PROOF OF WORK (POW): DRAWBACKS

Two major drawbacks of PoW mechanism are high energy
consumption and long time required to solve computational
puzzle, thus resulting In long time needed to confirm a transaction.
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POW: HIGH ENERGY CONSUMPTION

Bitcoin Devours More Electricity Than Switzerland

Estimated annual electricity consumption in 2019 (terawatt-hours)

Total worldwide §_ 20,863.00
China il 5,564.00
United States BE 3,902.00
Bitcoin 61.76

Switzerland EJ |58.46
Greece = | 56.89
Israel = | 55.00

Ireland | B |25.68

@1%[@(5 Source: University of Cambridg FOI'beS statistaﬁ
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Bitcoin uses an estimated 61.76 terawatt-
hours (TWh) of electricity per year - more
than many countries and approximately
0.28% of total global electricity consumption.

If Bitcoin was a country, it would be the 41st
most-energy-demanding nation on the planet.

See how much electricity is consumed by
bitcoin network using online real-time
Cambridge Bitcoin Electricity Consumption
Index: https://www.cbeci.org
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POW: SLOW TO APPROVE TRANSACTIONS

The transaction throughput is the number of transactions per second Tx/s a network can process,
which is vital to the performance of the network especially when there are many pending transactions.

Tx/s can be calculated by:

Blocks;,.
TXsize X Blocksime

Tx/s =

For example, the Bitcoin network has Blocksize = 1 MB, Txsize = 250 bytes, and Blocktime = 600s, so
it can process around 7 transactions per second. The Tx/s determines how quickly a transaction is
added to the chain, whereas the block confirmation time dictates how fast the transaction is con-
firmed after it is added. The block confirmation time depends on Blocktime, i.e., the average time it
takes for a new block to be added to the chain, and the finality of the consensus mechanisms. In the
Bitcoin network, a transaction usually has to wait for k = 6 blocks before it can be confirmed, so the
average confirmation time is k - Blocktime = 3600s = 1hr
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OTHER CONSENSUS MECHANISMS

Proof of stake (PoS) Proof of authority (PoA)

. Authorities

- (Reputation as Stake)

pend bl ‘ -

-------
_____
P
-

»“Return to pool
~ after mining

Selection
Formula

’
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CONSENSUS MECHANISMS: SUMMARY

Each consensus mechanism can optimize at most two of the three attributes
iIn a DLT network:

Degree of decentralization (number of network
miners/maintainers/members);

Scalability (transaction throughput; number of transactions per
second);

Randomness in block generation and miner selection
(dependencies in mining hardware, stakeholding, impact and
Importance to the network).
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QUIZ:

Follow the link to the quiz

Moodle block “Blockchain components
and security methods"

—> Quiz #2 “The closing quiz”

-
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SELF-REFLECTION QUESTIONS:

Can you tell what technical features make blockchain-based information systems to be
different from what can be referred to as “traditional” or “centralized” information systems
used by business and private entities?

Do you understand the importance of the three essential security questions (how to prevent
a forgery at the source, in the transit, and at the destination) in supporting business
operations with information systems and technologies? Have you had to deal with any of
these in your own private or business activities?

Which security measures would you trust more, those based on algorithms or those based
on organizational policies and efforts? For example, would you trust your money is safer in
a bank or on the blockchain-based crypto-currency platform?
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VIDEO MATERIALS:

1. Symmetric and asymmetric encryption (04:40 min): https://youtu.be/AQDCe585Lnc

2. Integrity & non-repudiation (watch the first 02:31 min): https://youtu.be/4w2MTKx4d6A

3. Main security issues in P2P networks (05:31 min): https://youtu.be/2sPpuMclSQU

4. Understanding consensus mechanisms (03:54 min): https://youtu.be/dylgwcPHAEA

5. Blockchain consensus mechanisms PoW, PoS, PoA (04:00

min): https://youtu.be/ojxtoN78WFQ

6. Smart contracts (04:16 min): https://youtu.be/ZEZ2HXTmxr|
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